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Development of a Network-based Intrusion Prevention System Using 

Data Mining Approach 

Abstract 

Intrusion Prevention systems (IPS) can analyze, detect and prevent intruder 

attack. The IPS provides a good service in securing the network which is 

further the functionality than intrusion-detection systems (IDS), firewalls, 

antivirus and any security applications by actively responding to attacks and 

giving great flexibility when dealing with security threats. 

The goal of improved NIPS based on both mechanisms is to detect patterns 

of known intrusions (misuse detection) and to distinguish anomalous network 

activity of intrusion from normal network traffic (anomaly detection) 

effectively. The Data mining methods have been used to enhance NIPS 

based on anomaly detection. 

Using data mining methods lead to develop NIPS as an internal security 

gateway for defending against attacks and threats from inside and outside 

the computer network system. In addition, it will help to detect anomaly 

activity of suspicious probing inside the network before it launches any 

network attacks with damaging effects. 

The study aims to enhance snort tool, which is NIPS base on both misuse 

and anomaly detection mechanisms, by using two sub-phases of data mining 

approaches, named improved K-mean clustering algorithm and PF-growth 

algorithm. The reason of  a suggesting used  these data mining  approaches 

is due to the enormous volume of existing and newly appearing data that 

require  
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 processing such as a snort log file, in addition it can help an analyst to 

discover new rules from a hidden patterns that snort tool cannot see as 

obvious rules. 

Integration among these two sub-phases helps to discover new rules 

especially those related to internal network scans, besides unsupervised 

learning process in K-mean algorithm is used to discover new cluster may 

represent a new type of attack depending on decisions of analysts. 

All that work, helps to enhance and to develop NIPS tool, by involving data 

mining approaches in investigating anomalies. Besides achieve objective to 

be a complete system performs requirements such as detect probe attack 

inside source of network  and prevent it before launch network attack to the 

target machine with high performance, reduce false alarm, easy building 

system with low cast, and compatibility with any operating system. 

Furthermore, maximize the effectiveness in identifying attacks, thereby 

helping the users to construct more secure information systems. 
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CHAPTER   ONE 

INTRODUCTION 

1.1 Introduction 

The most important points and challenges facing the technology are 

the information security and preservation of its integrity from any intrusion.  In 

spite of  the  huge  development in technology and networks with increased 

value of the information stored  accompanied by an increase in software and 

hardware products that specializes in security and trying to maintain the 

integrity of this information but was accompanied by an increase in the risk 

of intrusion and hacker exploited weaknesses in the security products. 

Recently, most of the information about an individual is stored online 

by companies and government organizations; for example, a finance 

company and mortgage can keep information on customer financial credit 

rating, social security number, bank account numbers, and a lot more 

personal information of the customer.  

The Intruders may break into the system and copy data, and the user 

never knows. Therefore, the damage from digital personal data loss may be 

far greater than loss of physical data; also, damages caused by a hacker 

either breaking into a network or using a computer to launch an attack on 

another networks are possible [1]. 

Computer attacks become more sophisticated and skilled; organizations 

today are keenly aware of the need to provide effective security and protect 

their information system, and existence of networks requires the protection 

of the gateway and the nodes. 
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Although many security applications are available such as Intrusion 

Detection Systems (IDS), Intrusion Prevention System (IPS), anti-

virus/Spam systems; firewalls have been proposed to control the attacks, 

securing distributed systems and networks is still extremely challenging.  

Each one of these security applications covered one component of the total 

network security picture. Some of these are distinguished by features such 

as detection without prevention, the use of a mechanism either the anomaly-

based or signature-based detections/preventions, the ability to defense the 

network from outside threats, but it is a limitation to detect threats coming 

from inside the network computer system. While other tools focused to 

improve latency “is the time it takes to respond and take appropriate action, 

this period of time is critical in the success of an attack” without taking into 

account an undesirable increase false negative “is any malicious traffic that 

makes it through the security applications to the production network” or false 

positive “is any legitimate traffic that the security applications drops because 

it appears to be anomalous” [2].  

 

IPS can analyze, detect and prevent intruder attack, which further the 

functionality of IDSs, firewalls, antivirus and any security applications by 

actively responding to attacks and giving great flexibility when dealing with 

security threats. 

IPSs are typically used on the outer boundary of a network to prevent any 

malicious traffic from reaching possibly vulnerable systems inside the 

network that may contain sensitive information. 
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Currently many research tended to improve the work of IPS for computer 

network, some focused on the types of mechanism detection and prevention, 

and the other focused on choosing the best architecture of IPS for network.  

 

This research will use one of IPS system, which use rule (signature)-based 

prevention Integrated with data mining, which cans detect and expect 

anomaly attack .As well as the capacity and effectiveness of data mining in 

dealing with the huge information stored in the database of the network and 

high speed processing search and extract the appropriate decision. 

 

Network administrators can determine the security policy violations using 

analysis of enough data collected. Unfortunately, the data is so huge even 

for a small network and traditional methods of analysis so time consuming 

and difficult even with computer assistance because foreign features can 

make it harder to detect suspicious behavior patterns, complex relationships 

exist between the features, which are practically impossible for humans to 

discover, the solution to this problem is using data mining approach [3, 

4].Using Intrusion Detection/prevention and data mining are capable of 

working together efficiently to provide network security. 

 

The objective of this proposed system will be the internal gateway of the 

network protects the computer network as well as all its hosts from signature 

and anomaly attacks, able to detect all threats, especially those that occur 

inside the network.  Furthermore, it will decrease the load of the intrusion 

prevention task on every individual host, reduce the possibility human errors 

that occur  
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during contribution to make the right decision and try to achieve the desired 

reduction of the rate of false positives, false negatives and minimized 

latency.  

1.2 Intrusion Prevention Systems (IPSs): 

Intrusion Prevention Systems (IPSs) any device (hardware or 

software) that has the ability to monitors, detect attacks and activities for 

malicious or unwanted behavior and can react in real-time to prevent the 

attack from being successful [2].  

 

1.2.1 The importance of an Intrusion Prevention System 

Companies know that information is an extremely valuable asset, but 

many people fail to suitability protect that information from unauthorized 

people. While technology has given us many beneficial possibilities, it has 

also put sensitive information at risk.  

Any Enterprises without security strategy prevent its information from 

external and internal threats open the door to unacceptable risks, costs, 

undesired access, malicious content, and rate-based attacks. 

The main objective of security techniques system reviews network 

weaknesses and takes steps to maintain security and protect information 

corporate assets and intellectual property from spyware and other intruders 

Many techniques are strong to a defense in depth approach to security such 

as firewalls and anti-virus programs try to block attacks and IDS tries to 

identify attacks as it occurs, but have limitations.  
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A firewall can stop suspicion services or attacks by blocking certain port 

numbers but it does little to analyze and to evaluate traffic that uses allowed 

port numbers. IDS can evaluate traffic that passes through these open ports 

but cannot stop it or prevent attacks. With the proliferation of sophisticated 

attacks and the discovery of new vulnerabilities, new processes are needed 

to protect precious data and network resources [5, 6]. 

 

As well as mostly used of security techniques based on signature 

approaches that focus on how an attack works, trying to detect certain 

strings. If the attacker makes minor changes, then stored written signatures 

no longer detects the attack. 

As a result previously security techniques as IDS do not prevent attacks 

either network or host type, they just silently monitor the traffic and trigger an 

alarm when attack is detected without stopping or even slowing down 

progress of attack [6].  

Intrusion Prevention Systems, next generation of security systems, use new 

proactive process not  just to detect attacks, it tries to stop intrusions before 

any damage is done ,distinguish unauthorized activity from normal activity 

and has a set of signatures or predefined conditions that, when match, effect 

a response [5]. 

IPSs are proactive approaches that have the ability to drop packets or even 

disconnect connections before accessing to the host and block all traffic with 

the same IP source, when IPSs detect illegal activity; they rapidly stop the 

intrusion and minimize the overall time before the network is back to normal 

by using multiple detection methods.   
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The benefit  of IPS position in the line of network traffic is that is can detect 

attacks and intrusions more accurately and reliably through  less 

dependence on signatures and more on intelligent methods of detection, so 

the IPS generates far fewer false alarms [6]. 

The summary of actions taken by IPS when observes any suspicion activity: 

 Generating alarm.  

 Preventing attack activity.  

 Resetting the connection. 

 Modifying firewall rules. 

 Dropping attack packet and allowing pass other normal packet. 

 Logging the event activity and updating the log event database. 

1.2.2 The requirements of successful IPSs 

There are some requirements commonly used when evaluating the fine 

tuning of IPS or any security techniques that can be further used to analyze 

the successfulness of IPS.  

 

 Accuracy: the most important requirement in an IPS is accuracy. 

Having false positives must be absolutely unacceptable in an IPS. A 

false positive is any legitimate traffic that will drop because it appears 

to be anomalous. False positives are commonly generated by security 

systems that depend on a single detection method, and by ones that   



www.manaraa.com

7 

 cannot be configured at different levels to fit into the operational 

environment. If legitimate traffic is blocked, then problems appear for 

authorized users. This creates DoS (Denial of Service) attacks that 

originate from the prevention system itself. For example a valid 

business transaction may act like an attack. In such a case, this packet 

may first be dropped and then the entire data flow and may be the 

source is critical business and the recipient will be prevented from 

accessing resources.  

 

 Performance: the importance of IPSs is performance. One of the 

problems with IPS is that it tends to occur a network bottleneck. 

Network traffic needs to flow through IPS to be analyzed and if they 

don't operate quickly enough, they drop packets or pass packets, 

increasing the possibility of false negatives. A false negative is any 

malicious traffic that makes it pass through the IPS to the production 

network. Thus, IPSs have to work equated with line of speed.  

 Flexibility: Ability of prediction Unknown Attacks and Easy Signature 

Update for New Attacks. An IPS system must provide flexible methods 

to update new attack signatures constantly, as well as these systems 

should have capabilities to deal with entirely new classes of attacks 

without depending on database signature updates. IPSs use methods 

such as inverse exclusion method where all given destination requests 

except that legal are dropped.  Protocol validation method, where 

illegal protocol request are dropped. Another method is attack-

independent blocking where hostile attackers are identified, and all 

traffic from the attacker is dropped, regardless of whether the attacks 

are known or not.   
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 Reliability and Availability: An IPS system should be reliable and high 

available. Reliability refers to the ability of a system to perform its 

functions properly without interfering with other systems on the network 

also IPSs should cooperate with these systems such as firewalls, 

antivirus systems, etc.  While the availability is the amount of downtime 

of the system, due to shutdown, crashes, or maintenance. An IPS 

gives the network security administrator many facilities; it is capable of 

detecting attacks and intrusions and directly affects limiting or blocking 

network traffic. IPSs have an easy interface for setting and changing 

configurations on its system. 

 

 Minimize Latency: Latency is the time it takes for a packet to pass 

through the IPS to the destination system and return to the user. This 

is typically measured in Round-Trip Time (RTT). With all the necessary 

time to analyze and detect the content of packet before being sent to 

the destination system. 

1.3. Intrusion detection /prevention methods 

Two main approaches have been devised to detect intruders. Misuse 

Detection depends on the signatures of some known attacks, whereas 

Anomaly Detection depends on other attacks and only reflects some 

deviation from normal patterns. 
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1.3.1Misuse Detection 

This type of detection is based on the knowledge of system 

vulnerabilities and known attack patterns. Misuse detection is concerned 

with finding intruders who are attempting to break into a system by exploiting 

some known vulnerability. 

An intrusion detection system continually compares recent activity to known 

intrusion scenarios to ensure that one or more attackers are not successful 

to exploit known vulnerabilities. There are many techniques of misuse 

detection but difference between these techniques is in how they describe 

or model the behavior that constitutes an intrusion. 

 The misuse detection systems used rules to describe events refer to 

intrusive actions that a security administrator looked for within the system. 

Large numbers of rules may be difficult to interpret within detection system. 

Misuse detection system use rule organizational techniques including model-

based rule organization and state transition diagrams to overcome difficulties 

of large numbers of rules by use the rules to look for events that possibly fit 

an intrusion scenario. The events may be monitored live by monitoring 

system calls or later using audit records [7]. 

1.3.2.Misuse detection systems 

Misuse detection based also known as knowledge based, signature 

based, pattern matching. This system activates an alarm when a match is 

found to a signature contained in known signature database of attacks. 

These attack signatures in the audit data are based on a set of rules that 

match typical patterns of exploits used by attackers. 
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 Simple systems or pattern match. This is the simpler way to detect 

Misuse attack signatures (known attacks) scan for specific byte 

sequences (signatures) that stored in known attacks database but  

 requires frequent update of its database to avoid false positives [8]. 

 

 Expert systems or stateful matching scans for attack in context of a 

traffic stream or code misuse signatures as if-then implication rules 

rather than scans individual packets (byte sequences). Signature 

analysis focuses on defining specific descriptions and instances of 

attack-type behavior to flag and detects signatures spread across 

multiple packets. But also requires frequent update of its database to 

avoid false positives [8]. 

 

 Data mining techniques can be used to detect consistent and useful 

patterns of system features that describe program and user behavior, 

and use the set of related system features to compute (inductively 

learned) classifiers that can recognize known intrusions. 

 

 Model based reasoning attempts to combine models of misuse 

signature with Evidential Reasoning (ER) “is a generic evidence-based 

Multi-Criteria Decision Analysis (MCDA) approach for dealing with 

problems having both quantitative and qualitative criteria under various 

uncertainties including ignorance and randomness” to support 

conclusions about the occurrence of a misuse signature. This 

technique may be useful for identifying intrusions which has different 

audit paths patterns.  
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 Keystroke monitoring is a simple hardware or software technique that 

monitors the action of tracking the keys struck on a keyboard for 

identifying attack patterns. 

So the misuse detection system is more accurate because there is a 

database of known attacks so lead to avoid high rate of false positives. But 

this system suffers some problems as: 

 The system cannot detect unknown attacks that have no matched 

patterns or unachieved signature stored in its database. Insider attacks 

may also go undetected. 

 The system be responding after a new attack has occurred because 

cannot predict new attacks.  

 The database of   this system has to be updated continuously to keep 

up with new type of attacks. 

1.3.3. Anomaly Detection 

This type of detection assumes that an intrusion will always reflect some 

deviations from normal patterns; anomaly detection can be divided into static 

and dynamic anomaly detection.  

 

A static anomaly detector is based on the assumption that there is a 

portion of the system being monitored that does not change. The static 

portion of a system is the code for the system and the constant portion of 

data upon which the correct functioning of the system depends. Static 

anomaly detectors focus on integrity checking.  
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 While Dynamic anomaly detection typically operate on audit records or 

on monitored networked traffic data. Audit records of operating systems 

record events of interest. Therefore only behavior that results in an event 

that is recorded in the audit will be observed and these events may occur in 

a sequence. 

 

 In distributed systems, partial ordering of events is sufficient for 

detection. In this case; thresholds are defined to separate normal resource 

consumption from anomalous resource consumption [7]. 

1.3.4. Anomaly detection systems  

These systems compare observed activity against expected normal 

usage profiles (for users, groups of users, applications, etc). These profiles 

define a baseline for normal user tasks. Audit event records which fall outside 

the definition of normal behavior are considered anomalies. 

 

1. Threshold monitoring sets metric values for defining acceptable 

behavior. Thresholds provide a clear, understandable definition of 

unacceptable behavior, but it is difficult to establish suitable threshold 

values and time intervals over which to check and its result in a high 

rate of false positives or false negatives.  
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2. Statistical anomaly deals with profiles that characterize baselines of 

normal system or user traffic activity and throughput, and triggers an 

alarm for deviations from those baselines. While Traffic anomaly seeks 

to watch for unusual traffic activities, such as a flood of UDP packets 

or a new service appearing on the network, both approaches can 

identify unknown attacks and DoS floods and must have a clear 

understanding of normal traffic environment to tune properly [8]. 

 

3. User work profiling maintains individual work profiles to which the 

activities user is expected to do in the future rather than little deviation 

from the expected normal such as the time being longer than usual 

usage, recent changes in user work patterns and irregular user 

requests. While group profiling that covers group of users with a 

common work pattern, resources requests, usage these resources, 

and historic activities. Group profiling is expected that each individual 

user in the group follows the group activity patterns. 

 

4. Executable Profiling deals with monitor executable programs use the 

system resources, especially those whose strange deviations of 

activity are traced to a particular originating user. Viruses, Trojan 

horses, worms, trapdoors, logic bombs and other such software 

attacks are addressed by profiling how system objects such as files, 

printers and any resource are normally used by users, and also by 

other system subjects on the part of users.  



www.manaraa.com

14 

5. Rule-based approach is creating rules by analyzing normal traffic is a 

complicated task. These rules represent normal user behavior or 

profiling (user, group, resources, etc) .Another approach is Protocol 

anomaly detection which falls under this category and analyzes packet 

flows, looks for deviations from standards set forth in RFCs. Reduces 

false positives with well-understood protocols but may result in high 

rate of false positives and false negatives with poorly understood or 

complex protocols [8]. 

6. Neural networks approaches are trained by presenting them with a 

large amount of data, and rules about data relationships to determine 

if traffic is normal or not. And can be used to improve the performance 

of intrusion detection in anomaly detection with a high detection rate 

and a low false positive rate. 

The advantage of anomaly detection system is no need for signatures 

database to detect previously unknown attacks and insider attack. The 

limitations of this system are: 

 

 The system will classify any anomalous activities as intrusion even 

activities not intrusive to lead to high rate of false positives alarm 

generated which are due to legitimate activity. 

 This type of system is also computationally expensive because the 

overhead of keeping track of requires a lot of work to understand, 

building, and updating several system profile metrics.  
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1.4.Types of Intrusion Prevention Systems 

There are two types of Intrusion prevention system that use one of the 

intrusion detection methods; IPS fall into two categories:  

 Host-based systems base their decisions depend on information 

obtained from a single host. Software product used for this type. 

 Network-based systems base their decision by obtaining data 

monitoring the traffic network to which the hosts are connected. Such 

systems are typically a hardware product. 

1.4.1Network-Based Intrusion Prevention Systems (NIPSs) 

Network Intrusion Prevention System (NIPS) are known as monitoring 

device and are considered as an Intrusion Detection System (IDS) inline with 

the firewall without suffering from latency (the time it takes for the IDS to 

either modify the firewall rules or issue a TCP reset command in model 

bundling up IDS and firewalls, this period of time is critical in the success of 

an attack).  

NIPS are used as a great way to prevent attacks from happening on the 

network. The NIPS checks every packet that passes through it, analyzing 

traffic for known attack patterns designed to infect, disable, or take over 

another computer system. When a pattern is matched and the NIPS detect 

an attack, it takes an action as alert, log, send reset, typically modifying 

firewall rules or blocking the corresponding packet stream,  prevent the 

attack from happening again, generating a notification that lead to prevention 

successful intrusions [1, 2].  
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Usually, NIPSs are inline and sit between the network traffic flow between 

two or more network interfaces and monitor network traffic at a collection 

point; they make a response to an event happen almost immediately. The 

true power of NIPS is in their capability to dynamically block the offending 

traffic [8]. 

 

NIPS architecture varies from product to product, but there is a basic 

underlying structure to all. These include system service scanner, traffic 

normalize, detection engine, and traffic shaper [1]. 

 

 System service scanner uses to build a reference table that provides 

the knowledge of the target system. 

 

 Traffic normalization is the first process facing traffic network to 

intercept and resolve the traffic that has abnormalities before it sends 

to evaluated for malicious code in the next stage. This process 

involves discard the packet that does not conform to the set security 

policy criteria or patterns based on protocol states and blocking traffic 

based on the criteria that would be put in a firewall [1]. The 

normalization also may hold packet fragments and reassemble them 

into a packet based on its knowledge of the target system using 

System service scanner because if these fragmented packets slip 

through the network traffic and are reassembled at the host, will 

appear as abnormal traffic and will disable it. Traffic Normalization is 
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 the process of removing exploitable ambiguities and ensures that 

traffic interpreted by the NIPS is the same as that seen by the end host 

[5]. 

 

 Traffic after leaving the previous stage enters into the detection engine 

handles all pattern matching that is not handled by the normalization.  

 

 The last stage before the traffic leaves the NIPS enters into traffic 

shaper for classification based on traffic protocol and flow 

management or in the future will be based on user and applications.  

A. Network-Based Intrusion Prevention Systems Benefits 

 

1. Zero Latency Prevention. As a hardware device the NIPSs reduce 

this high latency by providing the notification within one circuit 

instead of two. 

 

2. Effective Network Hygiene. Since many attacks whose signatures 

are known, NIPS remove these packets quickly. 

 

3. Simplified Management.  This is due all packaged into one 

hardware; it reduces storage space and overall management. 

B. Network-Based Intrusion Prevention Systems limitations 

1. It does not do much effective against anomaly Attacks. 

2. High Availability. May not be able to withstand high traffic availability 

and tolerance needed by all first and head-on network devices. 
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3. Detection effectiveness. It has not yet been tested for effectiveness 

of detection and it does not stop everything. 

 

4. Production Readiness. This occurs because the technology is new 

and has not gotten the field-testing it needs to prove effectiveness 

in every test. 

1.4.2. Host-Based Intrusion Prevention Systems (HIPSs) 

HIPS, is Intrusion prevention system designed for security over host-

based where intrusions and infections are dealt with at the individual 

workstation level to provide a more effective level of security. 

A  HIPS usually sits between the kernel and utility software application that 

sends requests to the kernel of the Operating system. Actions of the HIPS 

include blocking the request which an intrusion activities and denying access 

to the kernel [5]. 

HIPS based on one host, is work by simulation software which a process of 

restricting the definition of acceptable behavior rules used on HIPSs. HIPS 

prevention occurs when simulation software intercepts system calls or 

system messages by utilizing dynamic linked libraries (dll) substitution. The 

substitution is accomplished by injecting existing system dlls with vendor 

stub dlls that perform the interception. So when calls made to system dlls 

actually perform a jump to vendor stub code where then the bad calls are 

processed, evaluated, and dealt with. Most the simulation software at the 

kernel level of the system because processes system calls can be 

intercepted easily [1].  
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A. Host-Based Intrusion Prevention Systems Benefits 

 Effective simulation context-Based prevention. HIPS use simulation 

context to protect the host, they have complete context of the host 

environment, and are therefore more capable of dealing with such 

attacks. 

 Effective against anomaly Attacks. Since HIPS can define acceptable 

parameters application or operating system service behavior to enable 

the agent to prevent any malicious attack on the host. 

B. Host-Based Intrusion Prevention Systems limitations 

 Deployment Challenge. There are difficulties in deploying the remote 

agents on every host. These hosts need updating. 

 Difficulty of Effective simulation software Configuration. It can be a 

challenge to define effective and nonrestrictive parameters on hosts. 

Lack of Effective Prevention. HIPS cannot prevention signature attacks. 

1.4.3. IPSs Approaches 

There are some of IPS methods being used that presented as the 

following: 

 Protocol anomaly detection is used to ensure that packets meet to the 

protocol requirements and have no ambiguities. Protocols should be 

well defined, this lead to high accuracy detection of the deviations from 

the protocol standard. For example, by IP spoofing of FTP PORT 

commands, the attacker can tell the FTP server to open a connection 

to a victim’s IP address and then transfer a Trojan horse to the victim. 

Checking for a match between the IP address in the FTP PORT  
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 command and the client’s IP address can prevent this anomaly.  

 Traffic anomaly detection is operating on the basis of deviations from 

expected behavior. Attackers often use a port or network scan as a 

precursor to an attack and the scanning techniques that used by 

attackers have made it possible that worms can affect the entire 

vulnerable of system in 10s of seconds or less, so fast that no 

traditional Anti-attack response is possible. NIPS implement 

throughput and threshold triggers that alert to such scanning activity, 

increasing the possibility that prevented an attack. 

 

 State-based signature detection is based on the context specifie by 

the user, looks at related portions of traffic by tracking state, to detect 

attacks. It is not completely automated as the user needs to have 

previous knowledge about the attack. For example the Love Letter 

worm can be detected by a rule that would read as follows: “Look for 

‘ILOVEYOU’ in the subject field only, ignore this string anywhere else 

in the email”. Of course false positives can be generated in this case, 

since harmless emails with the same title may have been sent. 

 

 Pattern matching using regular expressions use to detect attack 

patterns that are slightly different from the fixed ones because the 

simply change like a space or a tab in the attack code could be enough 

to avoid detection. So regular expressions provide wild-card and 

complex pattern matching, and are able to prevent attacks. 
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 Signature detection is used in cooperation with the above mentioned 

techniques to prevent combined attack types seen on today’s 

networks. 

 Hybrid approach Typically used in NIPS , is use various detection 

methods, including protocol anomaly, traffic anomaly, and signature 

detection work together to determine an imminent attack and block 

traffic coming from an inline router. 

 Software-based heuristics: This approach usually using on HIPS is 

similar to anomaly detection system using neural networks to act 

against new or unknown types of intrusion. 

 

  Sandbox approach:  use on HIPS is a Mobile code like ActiveX, Java 

applets or any scripting language is quarantined in a sandbox, an area 

with restricted access to the rest of the system. This system then runs 

the suspect mobile code in the sandbox and monitors its behavior. If 

the code not meets a predefined security policy, it is stopped and 

prevented from executing. 

 

 Kernel-based protection: Typically used in HIPS. Kernel based IPS 

prevent execution of malicious system calls. The kernel controls 

access to system resources like memory, input/output devices and 

CPU. Programming code errors enable exploits as buffer-overflow 

attacks to overwrite kernel memory space and crash or take over 

computer systems. To prevent these types of attacks, a software 

agent is loaded between the user application and the kernel.   
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 The software agent intercepts system calls to the kernel, inspects 

them against an access control list defined by a policy and then either 

allows or denies access to resources. 

 

  Address space randomization is a technique used to fortify systems 

against buffer overflow attacks. The idea is to introduce artificial 

diversity by randomizing the memory location of certain system 

components, and checking whether the code about to be executed by 

the operating system came from a normal application or an overflowed 

buffer, these attacks can be stopped. 

 Protecting System Resources – used to prevent alteration of system 

resources by hacking tools such as Trojan horses, root kits, and 

backdoors and can change in system resources like libraries, 

files/directories, registry settings, and user accounts. This system 

disallows install hacking tools. 

 

 Stopping Privilege Escalation Exploits – Privilege escalation attacks 

try to take ordinary users root or administrator privileges. This type can 

prevent change privilege levels, disallowing attacks access to 

resources, and block exploits.  

 

 Prohibit Access To E-mail Contact List – Many worms spread by 

mailing a copy to those in the Outlook‘s contact list. This approach 

could be preventing these worms by prohibiting e-mail attachments 

from accessing Outlook’s contact list. 
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 Prevent directory traversal – An approach that would prevent the 

hacker access to the web server files outside its normal range could 

prevent malicious activities. Sometimes the directory traversal has 

vulnerability in different web servers that allow the hacker to access 

files outside the web servers range. 

1.5.The Importance of using Data Mining for Intrusion 

Detection/ Prevention Systems 

 

Data mining is the process of examining data to uncover patterns and 

deviations as well as determining any changes or events that have taken 

place within the data structure [3]. Its can improve a network intrusion 

detection system by adding a new level of observation to detection of 

network data in differences and identifying the boundaries for usual network 

activity so it can distinguish common activities from uncommon activities [9].  

Data mining improves intrusion detection/prevention system using a 

variety of different methods [9]: 

 

1. Code Variants: data mining is based on the process of scanning for 

abnormal activity through code variants instead of unique signatures. 

For example, a buffer overflow whose code has been changed would 

be considered a fraud by attempting to escape an intrusion detection 

system that uses signatures. 
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2. Data Reduction: Data mining can significantly reduce data overload 

through its capability to extract specific amounts of data for 

identification and analysis [10]. This helps the system to determine 

which data is most relevant and breaks it down so anomaly detection 

is easier and faster in execution time and processing. 

 

3. Filter out Valid Network Activity: Data mining is used to help intrusion 

detection by being able to better identify valid network activity so it can 

filter it out to make detection of abnormal activity in data easier. 

 

4. Attacks without Signatures: Since data mining is not signature-based 

like intrusion detection, it is more efficient in detecting abnormalities 

that do not contain signatures. If network activity contains a specific 

profile and rules of protocol, an abnormality is easily detected and can 

be extended to individual hosts, entire networks, specific users, and 

overall traffic patterns on the network at specific times. 

1.6.Data Mining and Intrusion Detection /prevention system 

 

Data Mining is powerful assisting for most applications that required data 

analysis.  Recently, data mining is becoming an important component in 

intrusion detection /prevention system.  

 

Data mining could contribute to the enhancement of the applications of 

network intrusion Detection/prevention systems, data mining use one or 

more techniques are used in the context of intrusion detection which analyze  
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 network data to gain intrusion related knowledge, such as: 

1. Data summarization with statistics, including finding outliers that lead 

to finding anomalous activity that discovers a real attack. 

2. Clustering, including segmentation of the data into natural categories 

that lead to identifying different IP address has same activity, this 

ongoing pattern can be a type of attack. 

3. Association of rule discovery, including defining normal activity and 

enabling the discovery of anomalies that help to separate normal 

activity from suspicion data to allow focus on real attacks 

4. Classification, including predicting the category to which a particular 

record belongs data, this identify which data generate alarm and 

attack signatures. 

Usually using data mining techniques to analysis of collected data in an 

offline database, this important in performing Network Intrusion Prevention 

Systems (NIPS) because all connections have already finished therefore 

these techniques can process and check all features without drop packets 

when flooded with data became faster than process, as well as offline 

database provides the ability to transfer data from multiple hosts to central 

host for analysis ,detection and prevention that  a way to increase the 

performance and the accuracy of  Network Intrusion Prevention Systems 

(NIPS) [3,5]. 
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1.6.1. Clustering 

Human labeling of network audit data instances or even used traditional 

methods are time-consuming and expensive because these amounts of 

available data is huge therefore begins used clustering approach which is a 

technique for statistical data analysis used in many fields such as machine 

learning and data mining [3]. 

 

Clustering is the process of labeling data and assigning it into groups. 

Clustering algorithms can be partition the data set into subsets or clusters; 

so that the objects in each cluster share some common feature often 

proximity according to some defined distance measure [11]. 

 

Clustering techniques can be categorized into:  

 Pairwise clustering, pairwise clustering unifies similar data 

instances based on a data-pair wise distance measure. 

 Central clustering classes, while central clustering that  also called 

centroid-based or model-based clustering, models each cluster by 

its “centroid”, and more efficient than Pairwise clustering algorithms.  

 

Clustering is used to detect attack in any cluster that modeled according to 

pre-defined metrics and common features of sets data belonging to this 

cluster by discovering complex intrusions occurred over extended periods of 

time and different spaces, correlating independent network events and in 

anther mean the Clustering is useful in intrusion detection as attack activity 

should cluster together, separating it from normal activity [11, 12]. 
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One of the common clustering techniques is K-means clustering which used 

to find natural groupings of similar alarm records; this depends on the 

records that are far from any of these clusters indicate unusual activity that 

may be part of a new attack.  

 

Most of the clustering techniques are the basic steps involved in identifying 

intrusion. These steps are as follows: 

 

1. Find the largest cluster, i.e., the one with the most number of 

instances, and label it normal. 

2. Sort the remaining clusters in an ascending order of their distances 

to the largest cluster. 

3. Select the first K1 "no. of clusters" so that the number of data 

instances in these clusters sum up to ¼ ´N, and label them as 

normal, where ´ N is the percentage of normal instances. 

4. Label all the other clusters as attacks.  

1.6.2 Classification 

Classification is similar to clustering in that it also partitions data records 

into distinct segments called classes. But it differs from clustering, 

classification require more because it need also labeling data set for training  

stage and classification is much less exploratory than clustering because 

the end-user decides on the attribute to use define the classes and each 

record has a value for these attribute, so classification is not used to explore 

the data or approximate its values to discover interesting segments but to 

assign new data has a specific value to pre-defined categories or classes 

[3,12].  
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A Classification based IDS even IPS attempts to classify all traffic as 

either normal or abnormal class, this technique has been popular to detect 

individual attacks, but has  been suffered the  problem of  high false positives 

and false negatives rate  so begin applied with complementary fine-tuning 

techniques to reduce its troubles [11,12].  

 

Classifications algorithms can be classified into three types:  

 Extensions to linear discrimination (e.g., multilayer perceptron, 

logistic discrimination). 

 Decision tree and rule-based methods (e.g., C4.5, AQ, CART). 

 Density estimators (Naïve Bayes, multi-Bayes, k-nearest neighbor, 

LVQ (Learning Vector Quantization), SOM (Self Organizing Maps)).  

 

Data classification for intrusion detection can be achieved by the following 

basic steps.  

 

1. First to learn the classification models of the normal and abnormal 

system call sequences, it needs to supply it with a set of training 

data containing pre-labeled normal and abnormal sequences. The 

mechanism models based on any type of classification algorithms, 

all these can be used to scan the normal network paths and create 

a list of unique sequences of system calls. This list is generally 

named as normal list. 

2. Next the second step is to scan each of the intrusion paths. For each 

sequence of system calls, first look it up in the normal list. If an exact 

match can be found then the sequence is labeled as normal, 

otherwise it is labeled as abnormal.  
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3. Finally must ensure that the normal paths include nearly all possible 

normal short sequences of system calls, because an Intrusion path 

contains many normal sequences in addition to the abnormal 

sequences since the illegal activities only occur in some places 

within a network path. 

Classification technique in the domain of intrusion detection or prevention 

system needs the large amount of data needed to be collected to apply 

classification. To build the traces and form the normal and abnormal groups, 

significant amount of data need to be analyzed to ensure its proximity. Using 

the collected data as empirical models, false alarm rate in such case is 

significantly lower when compared to clustering. 

  

In intrusion detection, data mining classification can be applied to a standard 

set of malicious virus and benign executable using derived features, then 

classification approach can be useful for both misuse detection and anomaly 

detection, but it is more commonly used for misuse detection.  

Thus the various classification approaches can be employed on network 

data for obtaining specific information and detecting intrusion and then 

prevention, for example the Naïve Bayes and multi-Bayes classifiers can be 

used to detect malicious virus code.  

While the decision Tree can be exploited to formulate genetic algorithm 

to create rules that match a set of anomalous connection. 

Nearest neighbor classifier approaches based on SOM and LVQ can be 

used to refine the collected network data in intrusion detection [12].   
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1.6.3 Association Rule 

The Association rule is particularly designed using in data analyses. 

Association rule mining finds interesting associations or correlation  

relationships among huge set of data items. Association rule shows 

attribute value conditions that occur frequently together in a given dataset [3, 

12, and 13].  

 

The association rule considers each pair (attribute/value) as an item. In 

each single network request an item set is a combination of items .The 

algorithm scans through the dataset trying to find item sets that tend to 

appear in many network data. The objective behind using association rule 

based data mining is to derive multi-feature (attribute) correlations from a 

database table. 

  

Association rules construct information or rules in the form of “if-then” 

statements. Association rules are probabilistic in nature. In addition to the 

antecedent (the “if” part) and the consequent (the “then” part), an association 

rule has two numbers that express the degree of uncertainty about the rule. 

In association analysis the antecedent and consequent are sets of items that 

are disjoint. The first number is called the support for the rule. The support 

is simply the number of transactions that include all items in the antecedent 

and consequent parts of the rule. The other number is known as the 

confidence of the rule. Confidence is the ratio of the number of transactions 

that include all items in the consequent as well as the antecedent to the 

number of transactions that include all items in the antecedent [12].  

Many association rule algorithms can be classified into two categories:  
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 Candidate-generation-and-test approach such as Apriori. 

 Pattern-growth approach.  

Association rule algorithms are multiple scans of transaction databases 

and a large number of candidates therefore became use association rule in 

analyzing network data in intrusion detection [14]. 

 

Basic steps for integrating association rule for intrusion detection as 

follows:  

 

 First network data have to be constructed into a database table 

where each row is an attribute record and each column is a value 

field of the attribute records.  

 There is index that intrusions and user activities shows frequent 

correlations among network data. For example, “program policies”, 

which codify the access rights of privileged programs, are concise 

 and capable to detect known attacks is in that the intended behavior 

of a program, e.g., read and write files from certain directories with 

specific permissions is very consistent. These consistent behaviors 

can be captured in association rules.  

 

 With the association rule, rules based on network data can 

continuously merge the rules from a new run to the aggregate rule 

set of all previous runs, and then can get the capability to capture 

behavior in association rule for correctly detecting intrusion and 

hence lowering the false alarm rate. 
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1.6.4 Outlier Detection 

An outlier is an uncommon observation that significantly deviates from the 

characteristic distribution of other observations. The value of outliers 

indicates that individuals or groups that have very different behavior from 

most of the individuals of the dataset. Many times, outliers are removed to 

improve accuracy of the estimators. Outlier detection has many applications, 

such as data cleaning, fraud detection and network intrusion. 

 

Anomaly detection algorithms require a set of purely normal data to train 

the model [15, 16]. Assume that anomalies can be treated as previously 

unobserved patterns. Since an outlier may be defined as a data point which 

is very different from the rest of the data, than can employ several outlier 

detection schemes for intrusion detection which are based on statistical 

measures, clustering methods and data mining methods. 

  

Commonly used outlier techniques in intrusion detection are Mahalanobis 

distance, detection of outliers using Partitioning Around Medias (PAM), and 

Bay’s algorithm for distance-based outliers. Outlier detection is very useful 

in anomaly based intrusion detection. With outlier detection approach, can 

detect novel attack/intrusion by identifying them as deviation from normal 

behavior [17, 18]. 
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The basic steps in detecting intrusion based on outlier detection are as 

follows [12]: 

 

1. As outlier detection technique is used in anomaly detection, first 

step have to identify normal behavior. This behavior can be data set 

or pattern of some events on the network.  

 

2. Then useful set of feature need to be constructed. 

3. And similarity function needs to be defined between them.  

 

4. Also will need to run specific outlier detection algorithm on the set 

of feature. The algorithm can be based on a statistical based 

approach, a distance based approach, or a model based schema. 

All these approaches are based on finding the deviation between 

collected and scanned data sets.  

 

5. In case of intrusion detection, the collected set of data set will be 

the set of events and their relation to intrusion. Such relation can be 

calculated based on normal behavior and any other behavior which 

significantly deviates from normal behavior. As with such deviation 

we can preempt attacks based on their behavioral deviation. Outlier 

detection approaches can useful for detecting any unknown attacks.  

This is the primary reason that makes outlier detection a popular approach 

for intrusion detection systems. Statistical based outlier detection scheme 
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 uses a probabilistic model as representation of underlying mechanism of 

data generation. Such probabilistic model can be useful in intrusion detection 

environment to decide the probability before alarming the system for 

intrusion. 

 

So the outlier detection is very useful in anomaly based intrusion detection 

systems that are involved in detecting abnormal behavior or deviating 

patterns. Its can help to identify abnormal behavior from the set of normal 

behavior and enable to detect any unknown intrusions [19]. 

1.7 The Problem statement 

The future security for Network Intrusion Prevention Systems is 

became the need for a system has mechanisms be able to detect all types 

of attack, what is known signature or not. A system need to increase 

protection for the network from inside by enhancement the ability of 

detection the internal threats as same efficiency protected the network from 

external threats. Furthermore, a system be able analyze and extract 

information from huge data and identify what is really anomaly behavior of 

attack effectively with reduce false positive or negatives alarms. In addition 

to that it minimized latency by increasing the ability of detection. This leads 

to a high-speed response and prevents intrusions before access to any 

target in the system. 
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The aim of this study is to present a system consisting of Network 

Intrusion Prevention System (NIPS) which uses a signature approach  that 

drops malicious traffic based on a set of pre-specified rules and also use 

anomaly approach but with weakness in detection a new of an anomaly 

attack . It will be integrated with data mining which has the ability to detect, 

anticipate anomaly attack effectively and extract specific amounts of data 

from huge database for identification and analysis which lead to faster in 

execution time and processing compared with search in large data and 

delays in responding to the prevention of intrusion. The proposed system will 

be gateway to the network and protect computer network as well as all of its 

hosts from any internal or external threats as in Figure 1-1 
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Figure 1-1: general network diagram with proposed system of NIPS. 

 

1.8 Thesis Contribution 

This system will contribute to improvement significantly in the following: 

 Cooperation between the data mining and IPS helps to reduce the 

effort on the IPS base on network when high traffic availability. 
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 Decrease the load of the intrusion detection/prevention tasks on every 

individual host. 

 Using sever database to store all profile behavior signature and new 

anomaly attacks when detect which help to solve difficulties in 

deploying the mobile agents on every host and also solve problem 

update in each host. 

  Maximize the level of security network as well as all of its hosts from 

known and unknown attacks. 

 Using data mining methods achieving reduce the rate of false 

positives, false negatives and minimized latency.   

 Using data mining techniques to analysis an event log file in an offline 

database, this is important in performing Network Intrusion Prevention 

Systems (NIPS) because all connections have already finished. 

Therefore, these techniques can process and check all features 

without drop packets when flooded with data became faster than a 

process. As well as an offline database provides the ability to transfer 

data from multiple hosts to central host for analysis, detection and 

prevention that  a way to increase the performance and the accuracy 

of  Network Intrusion Prevention Systems. 

 Make system can analyze traffic and determine whether normal traffic 

or not, even if not normal traffic the system can determine is attack 

traffic or just traffic has special features cause by user and reduce 

human assistance in make the decision. 
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1.9. Thesis organization  

The thesis consists of five chapters; each one handles a certain subject as 

the following:  

Chapter one presents an introduction about the study, It deals with the basic 

concept in the study which is: security, a brief about IPs, the importance of 

an IPS in terms of network security, the requirements for designing 

successful IPS, the methods of IPS, the benefits and limitations for each type 

of IPS, motivated the need to use data mining for IPS, the overview of data 

mining techniques that involved in identifying an intrusion. This chapter gives 

the overview about expected improvement in case a success of the proposed 

system.  

Chapter two will talk about the history of Intrusion Prevention Systems, 

understanding the concept of IPS through understanding the network attack 

types in detail. And also it will talk about the history of used Data mining 

approach as a tool in IDS/IPS. It will discuss related work of IPS tools that 

combine misuse and anomaly intrusion-detection techniques by using data 

mining and the limitations of these tools will be taken into consideration to 

improvement the proposed system that being performed.  

Chapter three will explain the important protect the network from internal 

attacks and dangerous for reconnaissance or probing inside network. And it 

will show the proposed system design, and described in details the tool used 

in building up the system and role that it plays in the system. 

Chapter four shows the methodology of implementing the proposed system, 
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 starting from sniffer network traffic and analyzing it through the NIPS tool’s 

rules that takes the right decision in pass or drops this traffic and records the 

events in a log file, passing through processing the log file of NIPS using 

data mining algorithms to discover the hidden behavior of network traffic 

between the source and destination to find what the NIPS tool is overlooked 

it, and generated candidate rules to build improvement NIPS actions. In 

addition this chapter will explain the testing scenarios and display the output 

results. 

Chapter five will discuss the conclusion and future works. 
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CHAPTER TWO 

OVERVIEW AND PREVIOUS WORKS 

2.1 Introduction 

Revolution of security technology is not new or recent discovery but it 

adds to the development of the attack types that become intelligent, 

sophisticated, more accurate, and more identification in its target. Therefore, 

this led to be a widening gap between traditional security applications that 

used and new attacks. Given the increase of the Internet activity, larger 

numbers of computers are being corrupted every day by attacks, became 

growing interest in complementary network-level security mechanisms in an 

attempt to reduce this gap, as provided by firewalls,  network intrusion 

detection,  prevention systems and development of these applications.  

Now, there is no standalone security program or mechanism that can 

guarantee completely a secure network. The Network administrators use a 

variety of networks, and host based tools, including firewall, Intrusion 

Detection Systems (IDSs), patch and version managers, and anti-virus tools 

to keep an acceptable level of security and to deal with the constant attacks 

in the network environment. These tools combine together to form an 

integrated line of defense against network attacks. 

Many types of intrusion exist, which are various in methods of action 

and constantly evolving to be more intelligent against detected by security 

tools. The increased availability of broadband network means that computer 

viruses, worm and any type of attack can spread at a rate faster than ever 

before, as well as the increase in the range and volume of attacks spreading  
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 via the internet lead to protection against attacks is becoming more 

difficult. Even confidential data is stored on servers detected by fraud that 

performed from remote location. The successful access to the data of system 

network by attackers can result in loss of confidentiality, integrity and 

availability of data, system and services [20].  

There are three approaches to network security [20, 21], which are: 

 Protection through filtering known unwanted traffic.  

 Protection through assessment by using tools testing 

contentious for unknown vulnerabilities.  

 Protection through detection that implementing measures to 

detect unwanted traffic a network can be secured. 

Today, the most commonly used security strategy is to use end host 

based solutions that rely on security tools, such as antivirus software, 

firewall, HIDS, HIPS and so on. The main problem of these approaches is 

the inability to protect thousands of hosts in less than an hour [20]. Using 

security tools based network as solution such as firewall, NIDS and NIPS to 

protect the server and all hosts of these servers in network.    

Firewall usually inspects the packet headers to determine whether the 

packets allowed to pass through or dropped. However, firewalls are not 

effective to protect networks from worms, viruses and intrusion. 

The NIDS need to examine both the headers and the payloads of each 

incoming packet for thousands of suspicious patterns to identify attack 

signatures. That is differs NIDS from a firewall.  
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The NIDS is able to discover attempts intrude by hackers that use 

malicious attacks but is the inability to prevent damage network happened 

by attacks. 

NIPS is capable of detecting possible malicious packets within normal 

traffic, taking a predefined action to stop intrusions and to prevent illegal 

traffic from passing on network before it does any damage, and alerting on 

that intrusion while action  does or after it, the malicious packet has been 

delivered and deal with it. While NIDS can detect and alert on a possible 

intrusion without take any prevent action. The actions of NIPS are key 

different from NIDS [20] 

.Unlike firewalls or other security applications, network intrusion 

prevention systems (NIPSs) are significantly more performance, accuracy, 

activity in detection and prevention attack, complex and, as a result, are use 

as software or hardware device with routers and firewalls in the network-level 

security.  

The complexity produces from the need to analyze not just headers 

but also packet content and higher-level protocols. Moreover, the function of 

NIPSs needs to be updated with new detection components, due to the 

continuously development nature of network attacks, usually NIPS suffer 

from false alarm. The complexity, accuracy and performance are address 

challenges of NIPS.  

 Data mining has significant advantage in work in huge data, activity 

analyze and determine the required pattern effectively, so a lot of research  
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and companies are beginning to move towards the use of data mining 

technique in improving the performance of network intrusion prevention 

systems. 

NIPSs are proactive defense mechanisms to be able to prevent 

malicious activity the system must first be able to detect such activity. NIPS 

is must be more effective and can protect a large area of network with one 

device. NIPS must be done in real time environment to provide the best 

possible measure of intrusion prevention [20].  

With realization now network security must be defense in depth, tends 

to system has begun to depending on concept that never relies on a single 

defensive technique. So NIPS must be enhancement to cover all defensive 

mechanism of security network.   

2.2 History Intrusion Prevention Systems (IPSs) 

First start with a brief historical overview and the most important feature 

of each period: 

 1970s :  use Rudimentary audit-trail analysis. 

 1980s :  use Rules-Based expert systems. 

 1990s :  Burst revolution of research IDS systems. 

 2000s  

• Appearance of Active IDS 

• Intrusion Detection and Prevention (IDP). 

• Intrusion Prevention Systems (IPS). 
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• Combination of Technologies in one package 

• Firewall + IDP + Anti-Virus. 

• Devices and Security Switches. 

Currently, the hacker's tools to launch network attacks are easily on 

hand. Furthermore, information about security vulnerabilities and tools uses 

to trade and exchange among Hackers. This means that even the person 

doesn't have to be a security expert to write hacks and code tools to launch 

an attack, he can simply to use these tools are readily available.  

In addition, the professional hackers have increased in their 

capabilities greatly over the last few years. Figure 2-1 illustrates the rise in 

hacking expertise over the years 
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Figure 2-1 Rise in Hacker Capabilities 

The first IPS’s were invented independently by Jed Haile and Vern 

Paxon [23] in the early 2000s to resolve what was believed to be ambiguities 

in passive network monitoring done by firewalls and IDS’s. By placing 

detection systems in-line and IPS could make access control decisions 

based on application content, rather than access control list filtering based 

on IP address or ports as traditional firewalls had done. This step is 

considered as improvement upon firewall technologies.  

The term intrusion prevention system was originally created by Andrew 

Plato, a technical writer and consultant for Network ICE, now part of IBM’s 

Internet Security Systems group, and the original creators of the first 

commercially available IPS, Black ICE. "Intrusion prevention" technology is 

considered by some to be an extension of Intrusion Detection (ID) 

technology, but it is actually another form of access control, like an 

application layer firewall [23].  

 

Black ICE came on to the market in 1998. Both a business and 

personal version of the product were offered. Black ICE was able to provide 

both host-based and network-based IPS capabilities using protocol analysis. 

The Black ICE products included a firewall that could respond, in real-time 

to intrusions and block attackers. Network ICE was purchased in June 2000 

by Internet Security Systems (ISS). ISS purchased by IBM in 2006  
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2.3 The network attack type 

In order to understand the concept of how intrusion detection can work 

to prevent some of these attacks, it is important to look at some common 

cases of such attacks. Understanding these attacks helps understand the 

overall concept of IPS [19]. 

A network intrusion is often called a network attack. It can be categorized 

into two main types of attacks based on mode of attack: 

 Denial of Service (DoS) 

 Network access attacks can be further subdivided into two categories: 

 Data access. 

 System access. 

One important type of activity that often precedes most network access and 

DoS attacks is reconnaissance or probing which is in some research 

classified as type of attack.  

1. Probing: 

An attacker surveys a target network or system by sending various types 

of packets and finds the vulnerabilities in a network's security posture .It 

begun 1970s – early 1980s .This can be done by using automated tools 

(such as SATAN, network mappers, port mappers, Ipsweep) that carry out 

port sweeps across networks, trying to find machines that might be 

susceptible to a particular type of attack. This process can also be carried 

out manually by an experienced attacker.   
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The general process of reconnaissance usually involves a series of steps, 

starting with a hacker scouting a network to find out the network's general 

parameters, such as the perimeter devices, IP addresses, traffic patterns, 

and domain names. The next step involves trying to verify which ports on 

various machines might be available to launch various types of attacks. 

Other information of the various machines can also be found at this point, 

such as the  topology of a target network, the types of network traffic allowed 

through a firewall, the active hosts on the network, the operating systems are 

running in those hosts, the server software they are running and the software 

version numbers for all detected software. Unfortunately, from the 

perspective of someone performing a scan, they are legally scouring the 

internet to find publicly accessible resources. 

Probing does not penetrate but its providing information help to penetrate, 

by divulging critical information regarding the machine's vulnerabilities that 

the hacker can exploit. 

The IDS and IPS are usually able to differentiate between legitimate and 

malicious scanning. Scanning is the most common attack as it is the 

precursor to any serious penetration attempt. 

2. Denial of Service Attacks 

Generally, a DoS attack is an attacker disables services that a service 

provider offers its users .The Appearance of a DoS attack is back to the late 

eighties. Most DoS attacks can be classified into two categories: 

  



www.manaraa.com

48 

a. Resource exhaustion  

It attacks attempts to stop the system's normal functioning by 

consuming all its resources that are available on a network system. 

This makes the system unable to process an order of legitimate users 

because it has run out of resources by attack. Most of these attacks 

target a network's CPU resources or the bandwidth in terms of 

connection speeds. This type of attack can be divided into a large 

number of categories. However, generally classify as simple DoS 

attacks and distributed DoS attacks. 

o Simple DoS attacks are launched by a single attacker against 

one or more victims such as TCP SYN floods, smurf attacks, and 

various packet storms. 

o Distributed Denial of Service (DDoS) attacks are organized 

against victim machines by a large number of attacking machines 

that are compromised and forced to help launch various types of 

DoS attacks such as the Feb 7-11, 2000 attacks and SubSeven 

attack. 

b. Attacks Designed to Cause Immediate Cessation of Normal OS 

Operations 

It is an attack in which exploited vulnerability in the OS or a 

protocol in order to stop the OS's functioning abruptly and completely 

through the malicious content of a packet sent to the 

system.  Examples of these types of attacks are ping of death attacks, 

UDP bomb, and land.c attacks.  
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3. Network access attacks 

In network access attacks, an intruder gains unauthorized access 

to resources on a network and uses this access to carry out any 

number of unauthorized or even illegal activities .this type is back to 

the late eighties. Generally classify as Data access attacks and System 

access attacks. 

Data access: is known as privilege escalation. Unauthorized data 

retrieval involves reading, writing, copying, or moving files that are not 

intended to be accessible to the intruder. An example is when 

someone gains access to system files on a Web server where the aim 

was to give that person access to only the files in the published area 

of the Web server. 

System access: is a more annoyed form of network access attack in 

which an attacker gains access to system resources and devices. This 

access can include running programs on the system and using its 

resources to do things as commanded by the attacker. Such as brute-

force password attacks, Trojan horse attacks, and various attacks 

using tools to exploit weaknesses in the software code running on a 

machine. 

An intruder can assess to resources on a network in two ways: 

 R2L: unauthorized access from a remote machine and usually 

used with guessing password attack.   



www.manaraa.com

50 

 U2R: unauthorized access to local super user (root) privileges and 

often used with various ``buffer overflow'' attacks. 

Examples of Attacks 

This section looks at the several examples of various attacks to get a 

better understanding, how they work and how Can IPS detect and lead to 

prevent these attacks. 

1. Ipsweep  

Ipsweep is an observation sweep to determine which hosts are 

listening on a network. This information is useful to an attacker in 

launching attacks and searching for non-immune machines. 

 

There are many methods that can be used to perform an Ipsweep .The 

most common method and the method used within the simulation is to 

send ICMP Ping packets to every possible address within a subnet and 

wait to see which machines respond. The Ipsweep probes in the 

simulation were not stealthy the sweeps were performed linearly, 

quickly and from a single source. 

 

Prevention Ipsweep an IPS determines the Ipsweep used by looking 

for many Ping packets, destined for every possible machine on a 

network, all coming from the same source. 

2. TCP SYN Floods 

A TCP SYN flood is a simple DoS attack. It is also known as a half-

open SYN attack. It is sending a large number of TCP SYN packets to a  
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 server faster than the system can process them. These packets have 

a source IP address that is spoofed and not in use. When the server receives 

these requests, it responds to them using SYN-ACK. However, because the 

source IP address is spoofed and unused, the TCP handshake is never 

completed. (It is completed only if the starting machine sends an ACK to the 

server upon receiving the SYN-ACK.) .The server waits for the ACK. For this, 

it must allocate resources and buffer space to record the information it has 

received in the SYN packet and sent out in the SYN-ACK packet in response 

. This causes the memory to fill up, forcing the new connections to be 

ignored. This leads the memory to fill up, forcing the new connections to be 

ignored as described in Figure 2.2.  
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Figure 2-2 TCP SYN Flood DoS Attack 

To prevent this attack, use the detection triggers whenever a large 

number of SYN packets are seen in a short period of time. However, There 

is a product of a false positive alarm when its trigger incorrectly. For example, 

if a busy website becomes unavailable for a few minutes, then is brought 

back online, this event triggers because of the "pent up" connections waiting 

for the system to become available.  
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Most network-based IDSs can detect SYN floods and reset these 

connections, freeing up resources on the servers. IDSs can achieve this by 

looking for patterns of activity giving away SYN flooding. 

3. The February 7-11, 2000 Attacks 

These DDoS attacks were a combination of four types of DDoS attacks 

(Trinoo, TFN (Tribal Flood Network), TFN2K, Stacheldraht), which are 

brought down some major commercial Web sites on the Internet down for 

extended periods of time during a week. 

These four types of DDoS attacks based on a network of master/slave 

programs that coordinate with each other to launch DoS attack against a 

victim machine. Although the general structure is same in each one, but the 

details of how these tools are implemented communication between the 

masters and slaves can easily be modified by a hacker. For example, it is 

simple to modify the TCP ports. 

The TFN attack is more complicated than the UDP flooding that Trinoo uses. 

These attacks include ICMP flooding, SYN flooding, and smurf attacks. In 

TFN2K, attacks are launched using spoofed IP addresses, making detecting 

the source of the attacks more difficult than in TFN attacks. 

Stacheldraht allows communication between the attacker and the masters 

(called handlers) to be encrypted. In addition, slave (called agents) can 

upgrade their code automatically. The Stacheldraht agents can launch ICMP 

flood attacks, SYN floods, and UDP floods. The attacks can be conducted 

with or without spoofing. The agents send test packets with spoofed   
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addresses to see if the network edge routers for the network on which they 

are installed allow spoofed addresses. If they don't, they use only last-octet 

spoofing. The architecture of the Stacheldraht network shows in Figure 2-3. 

 

Figure 2-3. Stacheldraht Attack 

NIDS can be used to detect the four types of tools just described after they 

have been set up on a network. This detection is based primarily on the 

telltale fingerprints of communication between the masters and slaves. 

Because all these tools can use echo replies (except for Trinoo) to 

communicate, the signatures watch for echo replies for which they do not 

see an echo going out first. 
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For example IDS signatures used to detect Trinoo networks by looks for UDP 

packets containing potential commands from a Trinoo client to a server, and 

looks for UDP packets containing potential command replies from a Trinoo 

server to a client. 

4. Ping of Death Attack 

A ping of death is a denial of service attack that attempts to crash your 

system by sending a fragmented IP packet. IP does not allow single 

packets to exceed 65536 bytes, but the fragments themselves can add up to 

more than that.  

A hacker can send an IP packet to a vulnerable machine such that the last 

fragment contains an offset where (IP offset * 8) + (IP data length) > 65535. 

This means that when the packet is reassembled, its total length is larger 

than the legal limit, causing the buffer overruns in the machine's OS. This 

attack is generally carried out by sending an ICMP packet encapsulated in 

an IP packet. Thus, it is called a ping of death attack. This leads the operating 

systems crash when they receive this data. 

NIDSs can generally recognize such attacks and drop it by looking for packet 

fragments that have the IP header's protocol field set to 1 (ICMP), the last 

fragment bit set, and (IP offset * 8) + (IP data length) > 65535. This implies 

a packet in which the IP offset (which represents the starting position of this 

fragment in the original packet, and which is in 8-byte units) plus the rest of 

the packet is greater than the maximum size of an IP packet.  
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5. Land.c Attack 

It is a DoS attack in which an attacker sends a host a TCP SYN packet 

with the source and destination IP address set to the host's IP address. The 

source and destination port numbers are the same as well. Upon receiving 

a SYN packet, the host responds with a SYN-ACK to itself. Because this is 

theoretically impossible, Windows goes into an infinite loop trying to resolve 

these illegal connections, causing the whole network performance to be 

degraded. 

Network-based IDS implementations can detect land attacks and drop such 

the malicious packets once identified, by looking for IP packets that have a 

source IP address equal to the destination address. This is generally called 

an impossible IP packet. 

6. Buffer Overflows 

A buffer overflow attack is orchestrated by sending to an OS data that is 

too large for the relevant buffer handling the data to store. Buffer overflow 

attacks can be classified into the categories of both DoS and network access 

attacks. The reason for this is that although buffer overflows can cause 

operating systems on network devices to crash and cause a denial of 

service, they can also be exploited by attackers to gain access to the 

operating system and go further than simply causing a DoS attack.  

A simple form of buffer overflows attack is also called smashing the stack. 

As it is known that an OS's buffer is co-located with other critical parts of the 
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 memory; including the memory location that contains the pointer to the 

next memory location that the OS is to go to after the program using the 

buffer is done. Therefore, important pieces of information get overwritten.  

An attacker can send a large piece of data that is constructed so that the 

memory location containing the pointer to the next memory area to go to get 

overwritten by a value that refers to a memory location that contains code 

that the attacker wants to execute. This code can allow the hacker to get 

more privileges on the computer, or the access can simply be used to crash 

the system completely. The buffer overflow attack is illustrated in Figure 2-4. 

 

Figure 2-4. Buffer Overflow Attack (smashing the stack)  
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NIDS can prevent buffer overflow attacks by looking for data elements 

in packets that look suspiciously large and that can cause various types of 

buffer overflows. For example, some NIDS can detect this type of attack by 

looking for Telnet packets that have an abnormally long New Environment 

Variable Telnet option. 

7. Getadmin Exploits 

Getadmin exploits is a popular class in privilege escalation attacks, with 

a large number of variations and attack strategies available. It’s generally 

carried out using a tool called getadmin.exe. 

Getadmin is a program that works by tampering in NTOSKRNL.EXE 

which is low-level kernels file in Windows NT. By changing one of the bits, 

and turns off a checking mechanism in the OS that is critical to system 

security. 

Windows NT has security routines, which check whether a user is 

authorized to start a new process or thread.  NT also has a mode that allows 

users who have debug privileges to execute any threads or processes. When 

getadmin change bit, it will turn off checking to see whether a user has this 

type of privilege. So security routines no longer check to see whether a user 

has the rights to execute a process, thereby giving the hacker many more 

privileges than the user originally had. 

Many getadmin attacks start with an attacker's gaining access through a 

guest login account, so NIDS must focus on detecting guest login attempts 

to the NT systems and providing suitable countermeasures based on the 

security policies.  
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2.4 Data mining approach as tool in Intrusion Detection 

/Prevention Systems. 

Data mining is becoming one of the popular techniques for detecting 

intrusion besides other techniques such as expert systems, state transition 

analysis, and statistical analysis. Recently, many IDS applications are 

tending to use different data mining techniques for detecting intrusions. Data 

mining becomes important in IDS/IPS because it can help in the following: 

 Learning from traffic data (Supervised learning): learn precise models 

from past intrusions and unsupervised learning: identify suspicious 

activities. 

 Maintaining models on dynamic data. 

 Correlating suspicious events across network sites helps detect 

sophisticated attacks not identifiable by single site analyses. 

 Analyzing long term data (months/years), uncover suspicious stealth 

activities (e.g. insiders leaking/modifying information). 

2.4.1 Misuse detection 

The feature's characteristics of this type are: 

 Building predictive models from labeled data sets (instances are 

labeled as “normal” or “intrusive”). 

 Can only detect known attacks and their variations. 

 High accuracy in detecting many kinds of known attacks. 

 Look for known indicators ICMP Scans, port scans, connection 

attempts CPU, RAM I/O Utilization, File system activity, modification of 

system files, permission modifications. Such as using rule if (src_ip == 

dst_ip) then “land attack".  
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Many IDS /IPS systems especially based on a network use combination 

of data mining approach to develop rules for misuse detection such as: 

   

a. Classification of intrusions 

 Using RIPPER algorithm in Network Intrusion Detection [25], 

ADAM Audit Data Analysis and Mining project at George Mason 

University is developing anomaly detection algorithms based on 

automated audit data analysis with depend on  Bayesian 

classifier in Intrusion Detection [26] , fuzzy association rules  [27] 

, decision trees for Network Intrusion Detection [28], neural 

networks  [29] , and genetic algorithms  [30]. 

 Building multiple agents of Classification Models consists of Tree 

based model, Bayesian model, and Neural Network based model 

[35]. 

 

b. Association pattern analysis 

 Building normal profile in ADAM [26], frequent episodes for 

constructing features [31]. 

c. Cost sensitive modeling 

 Using AdaCost: Misclassification Cost-Sensitive Boosting and 

MetaCost  [32]. 

d. Learning from rare class  

 PNrule is a model consisting of positive rules (P-rules) that 

predicts presence of the class, and negative rules (N-rules) that  
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 predict absence of the class. PNrule a new framework using in 

Network Intrusion Detection [33, 34]. 

e. MADAM ID  

(Mining Audit Data for Automated Models for Intrusion Detection) 

developed at Columbia University uses data mining techniques to 

discover patterns of intrusions, and this system consists of 

classification and meta-classification to learn the signature of attacks, 

association rules algorithm determines relationships between fields in 

the audit trail records and frequent episodes algorithm models 

sequential patterns of audit events. This system was previously known 

as JAM (Java Agents for Meta learning), before developing it by 

building additional components [36, 37]. 

f. IOWA-ADCPRID  

(IOWA-Automated Discovery of Concise Predictive Rules for Intrusion 

Detection) System develops at Iowa State University [38]. This system 

implements data mining to provide global and temporal views of 

intrusions on a distributed system by using a genetic algorithm selects 

feature subsets to reduce the number of observed features while 

improving learning accuracy.  

The rules detect intrusions against programs using feature vectors to 

describe the system calls executed by each process. 
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2.4.2 Anomaly detection 

While this type is characterized by features 

 Baseline the normal traffic and then look for things that are out 

of this behavior will detect it as attacks. 

 

 Relatively high false positive rate anomalies can just be new normal 

activities such as system behaviors may be recognized as anomalies. 

The IDS /IPS systems that use data mining approach for Anomaly detection: 

a. Statistical approaches 

 Using Finite mixture model which is on-line unsupervised 

learning of a probabilistic model detects outliers in an online 

process for network intrusion detection system [39]. 

b. Various anomaly detection 

 

 Instance Based Learning (IBL) model in which query data is 

classified according to its relation to a set of previously 

encountered exemplar instances. The system stores historical 

examples of user behavior to reference when assessing the 

normalcy of newly encountered behavioral data. This approach 

use reduces an anomaly detection problem and data reduction 

for intrusion detection system [40]. 
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 NNID (Neural Network Intrusion Detector) is characterized by 

use the patterns of behavior can be learned for behavior of an 

individual user is an easier task than trying to do it for all users 

simultaneously and detecting an anomaly intrusion in real-time 

[41]. Use similarity trees (decision trees with Boolean logic 

functions) to profile each legitimate customer’s behavior to detect 

deviations from the normal and cluster analysis to separate each 

legitimate customer’s credit card transactions. [42]. 

 

  Use Distribution Based Artificial Anomaly (DBA2) Generation 

Algorithm for artificial anomalies to Detect Unknown and Known 

Network Intrusions [43]. 

 Use model consist of Density-based and grid-based clustering 

algorithm that is suitable for unsupervised anomaly detection 

[44].   

 

c. Outlier detection schemes 

 Use Nearest neighbor approaches for Machine Learning 

Approach to Anomaly Detection [45].  

 Density based by using degree is called the local outlier factor 

(LOF) of an object to find local outliers [46]. 

 Use Clustering in build machine learning model [47]. 

d. IDDM  

(Intrusion Detection using Data Mining) project aims to explore data 

mining as a supporting paradigm in extending intrusion detection  
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capabilities and reduce anomaly detection problem using combine of 

techniques: Classification, Association, Frequent Episodes, Clustering 

and Meta-rules [48]. 

 

e. ADAM  

(Audit Data Analysis and Mining) is a system for using data mining 

techniques to detect intrusions. It uses a combination of association rules 

mining and Decision-tree classifier to mining unexpected rules in a network 

audit trails and discovers an attack [49, 50]. 

f. MINDS 

(Minnesota Intrusion Detection System) is a system which uses a suite of 

data mining techniques to automatically detect attacks against computer 

networks and systems. It’s developed and used by the University of 

Minnesota. This system  provide an anomaly detection technique that 

assigns a score to each network  connection that reflects how anomalous 

the connection is, and an association pattern analysis based module that 

summarizes those network connections that are ranked highly anomalous by 

the anomaly detection module [51]. 

2.5. Related work “Application IDS/IPS Using both Misuse 

and Anomaly Detection” 

Much research and application being to combine misuse and anomaly 

intrusion detection techniques and use data mining approach to achieve this 

uniform system for capable detecting both known and unknown intrusions. 
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IIDS  

Intelligent Intrusion Detection System Architecture [52] is distributed and 

network-based modular architecture to monitor activities across the whole 

network. In IIDS multiple sensors, both anomaly and misuse detection 

sensors serving as experts, information from different intrusion detection 

sensors using in Decision Engine consist of  Fuzzy Cognitive Maps (FCMs) 

and fuzzy rule-bases. The IIDS architecture runs in a high speed cluster 

environment. In this environment, the Decision Engine resides in the head 

node and monitors intrusion activities across cluster. This system on-line 

process and also suffer from false alarm in some cases. 

 

RIDS-100 

RIDS Rising Intrusion Detection System (RIDS) [53] is provided by Rising 

Tech. RIDS makes the use of both intrusion detection technique, misuse and 

anomaly detection. Distance based outlier detection algorithm used for 

anomaly detection while misuse detection can be matched data pattern with 

scanned network data using data mining classification Decision Tree 

algorithm. It is Commercial system under development to cover all 

possibilities of anomaly detection problems and complexity.  
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Snort  

It is an open source using in a network intrusion prevention and detection 

system (IDS/IPS) developed by Sourcefire [54]. It’s development to 

combining the benefits of misuse detection, and anomaly-based detection. 

Packet after sniffer by snort goes processing through the following steps: 

decoding header information of packet at the different layers, preprocessor 

functions such as IP fragment or TCP stream reassembly, detect by 

evaluation of a subset of rules according to the information packet that 

captured, finally alert if a match is found, the corresponding action is carried 

out. But still limited in anomaly detection and sometime not take any action 

against unusual amounts of network traffic. 

ESIDE-Depian (Intelligent Security Environment for Detection and 

Prevention of Network Intrusions) [16], presents the first unified misuse and 

anomaly Detection system based on Bayesian Networks to analyze 

completely network packets, and the strategy to create a consistent 

knowledge model that integrates misuse and anomaly-based knowledge. 

Using integrates snort as misuse detector trainer so the Bayesian Network 

of five experts is able to react against both Misuse and Anomalies. 
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Chapter three: 

proposed system Methodology 

3.1. Introduction 

The strength of any network security system lies on its weakest point.  

Most of the protection systems either a prevention type or detection, focuses 

on the protection borders of the network from external attacks. 

The dangerous attacker on a network will be an insider as well as a 

professional hacker. The reason for that is  most network policies are not 

very stringent in defining rules and codes of behavior for users on the internal 

network. In addition, everyone on an inside network is generally trusted. This 

can allow this user to launch any of the attacks, with devastating results. 

The important type of activity that often precedes all network attacks is 

reconnaissance or probing, which is in some research classified as type of 

attack. Unfortunately, from the perspective of someone performing a scan, 

they are legally searching the network to find publicly accessible resources, 

especially if it has been done from inside network. 

The attacker has several methods that can be used either to hide the fact 

that a probe is occurring, or obscure the location of the party who is 

performing the probe. These methods make it difficult to detect a 

probe by NIPS [56].  Figure 3.1 provides a summary of some probes tool. 
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Figure 3.1 summary of the probes [56] 

 

The factors listed bellow makes it possibly hard to any 

Detections/Prevention tools to detect any possible "Probe" attack: 

 

 Scan lingeringly and randomly: one of the methods of scanning 

stealthily is probing tool can be configured to occur slow and probe 

ports or machines in a nonlinear order. In general An IPSs / IDSs will 

have a very hard time identifying one stray connection per hour to a 

random port as a port sweep initiated by an attacker. 

 

 Probe with Half-Open or Other Unlogged Connections: Another 

method an attacker used is to hide the fact a probe is happening to be 

probe with half-open connections. A connection for which the three 

way TCP handshake is never completed will not be logged by the 

operating system. 

 

 Use an Intermediate Machine to Hide the Real Source of the Scan: 

One method attackers can obscure their identity is to use an ftp (file 

transfer protocol) bounce probe.  
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 The reason some ftp servers will allow anyone to tell them to send data 

to a particular port on a particular machine. An attacker can look at the 

response the ftp server gives from such a request and determines 

whether that port is listening on the victim machine. The portscan will 

appear to be coming from an anonymous ftp server, and this simple 

step may be enough to assure that the party who is really doing the 

scanning is never identified. 

 

 Although it can be impossible to protect against all types of attacks, such 

an individual can implement, the improved NIPS based on both misuse and 

anomaly approach can expose such an individual and lead to prevent before 

more damage is done. 

To achieve this objective to be the NIPS performs requirements such as 

detect probe attack and prevent it before launch network attack to the target 

machine with high performance, detect scans either from an outside or inside 

source of network, reduce false alarm, easy implementing with low cast, and  

compatibility with any operating system. This chapter shows the proposed 

system design, and described in details the tool used in building up the 

system. 

3.2. The Proposed System Design  

The System consists of four main phases as described in Figure 3.2 

bellow. Each phase performs a certain task. These phases integrate with 

each other to manufacture the complete system, eventually. An appropriate 

technology was used in each phase when building the system, in order to 

meet its requirement.  
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1. The Sniffer phase: The First phase started with packet sniffer by 

network sniffer tools, which are capturing packets from the network 

with different levels of detail and displays it on the control unit in the 

next phase to examine data from a live network or from a capture file 

on disk. 

2. Then followed by NIPS phase that have several actions started with 

analysis of the captured packet, take the appropriate decision such as 

pass, drop ,and log it into a file(Stored the log file in Offline DB)  based 

on  a set of  rules defined in SNORT tools., and finally to give an alert 

in an analyst user interface with action intended for target traffic. In 

addition the updated database of log files (Steps from 2.1 to 2.5 in 

figure 3.2 describe the process in details). 

3. Then begin phase of an advanced analysis to a database of log file. 

This stage consisted of two sub-phases of data mining approach. One 

Sub-phase is clustering based method using suggestion improve K-

mean algorithm by partitioning data into clusters of a similar object and 

unsupervised learning process of hidden data. Other sub-phase 

association rules use PF-growth algorithm sought to obtain the 

frequent pattern for large database. This phase generated new rules 

help to improve defined rule that used in previous phase (Steps from 

3.1 to 3.3 in figure 3.2 describe the process in details). 

4. Control Analyst Interface is a final phase to choose recent rules, which 

suit with anomaly detection. In addition take the suitable decision about  
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5. the new rules, which lies in the middle of clustering.  As well as update 

proposal smart new rule file will be searched in it in case still not normal 

traffic or suspicious to appropriate actions (Steps from 4.1 to 4.3 in 

figure 3.2 describe the process in details). 
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3.3. The Used Tools. 

Now, the tools and algorithm used in each phase to improve the system 

are being discussed in details in this section. 

3.1.1Sniffer phase tool  

There are many sniffer tools, which can be defined as either device or 

program that allows monitoring the traffic traveling between networked 

computers. The packet sniffer tool installed on the "network server" will 

capture data related to other machines inside the network in order to save it 

for later analysis.  

  

Figure 3.2: Scheme of the proposed system 

4. Control Analyst phase 

Analyst  
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One of the packet sniffer tools that is used for network troubleshooting and 

other useful purposes is Tcpdump. It is classic IP sniffer for network 

monitoring and data acquisition. It can be used to print out the headers of 

packets on a network interface that matches a given expression. A Winpcap 

module is composed by the packet capture that runs at the kernel level, while 

the packet.dll and Libpcap   
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(library of Winpcap) that run at a user level in order to track down network 

problems or to monitor network activities as described in Figure 3.3. 

Tcpdump is the source of the Libpcap/WinPcap packet capture library. 

 

 

 

  

Figure 3.3: the capturing packet  
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Windows Packet Capture (WinPcap) is an application programming for 

capturing network traffic and filtering engine of many open source and 

monitoring network tools including protocol analyzers, network monitors, 

network intrusion detection/prevention systems, sniffers, traffic generators 

and network testers [57]. 

WinPcap consists of drivers for the Windows system which enables 

applications to send and receive raw network packets to/ from a network 

adapter directly. Receiving raw network packets is also known as packet 

capturing, therefore the name "Windows Packet capture library".  

WinPcap support saves captured packets to a file, and reading files 

containing saved packets; applications can be written, using WinPcap, to be 

able to capture network traffic and analyze it, or to read a saved capture and 

analyze it, using the same analysis code.  

A capture file saved in the format that WinPcap uses can be read by 

applications that understand that format usually it is an XML file. The 

WinPcap API writes it in C, so other languages such as Java, .NET 

languages, and scripting languages generally use a wrapper.  

This tool is capable of capturing and transmitting network packets by going 

around the protocol stack, filtering network packets, and generating network 

statistics.  

3.1.2NIPS phase tool  

Snort is an open source of a network intrusion prevention and detection 

system. It uses a rule-based language combining signature, protocol and 

anomaly inspection methods.  

http://en.wikipedia.org/wiki/C_(programming_language)
http://en.wikipedia.org/wiki/Java_(programming_language)
http://en.wikipedia.org/wiki/Microsoft_.NET
http://en.wikipedia.org/wiki/Scripting_languages
http://en.wikipedia.org/wiki/Wrapper_library
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Snort is a very powerful tool and is known to be one of the best IDS on the 

market even when compared to commercial IDS. Snort is written by Martin 

Roesch. It was bought by the commercial company SourceFire which was 

bought itself by the FireWall Giant CheckPoint in 2005. 

It is designed primarily for small network segments and very flexible due to 

its rule-based architecture. Snort is very easy to insert and expand upon 

rules as new security threats are detected. Snort uses the libpcap library by 

WinPcap tool to capture packets then uses new rule types to help pass or 

drop packets based on Snort rules [58].  

The Snort construction consists of three primary components, which are 

Packet Decoder, Detection Engine, and Logger/Alerter. 

Packet decoder performs all the work to organize the data in an appropriate 

way for the detection engine. Detection Engine, which presents the heart of 

Snort. It is responsible for inspecting every single packet based on the Snort 

rules file that is loaded at runtime. It applies rules to packets if the rule 

matches the decoded packet then triggers the action specified in the rule 

definition. Otherwise a packet that does not match any snort rule set is simply 

discarded [59]. 

Detection Engine works on inspected IP header of the packet in a network 

layer, the transport layer header, the application layer level header, packet 

content, and size of packet payload. The final output process generates 

alerts to a user and logs event saved in the database. As is shown in the 

Figure 3.4  
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Figure 3.4 Snort Architecture 

Snort can be run in four modes: 

 Sniffer mode: snort will read the network traffic and print them to the 

screen. 

 Packet logger mode: snort will record the network traffic on a file. 

 IDS mode: network traffic matching security rules will be recorded. 

 IPS Intrusion prevention system mode: also known as snort-inline.  

The Snort rules file is an ASCII file that can be created and edited using 

any editor tool. These should be consistent with the overall Intrusion 

detection policy. Snort rules must be specified on a single line, because that 

the Snort rule analyst doesn't know how to handle rules on multiple lines. 
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Snort rules consist of two logical parts: the rule header and options. The first 

part the “Rule header” contains the rule's action (e.g. drop, reset, and log), 

protocol, source and destination IP addresses and net-masks, and the 

source and destination ports information. While second part; the “Rule 

option” contains alert messages and information on which parts of the packet 

should be inspected, therefore to determine what the rule action should be 

taken. As shown in the Figure 3.5 

Figure 3.5 the Snort rule header and options details 

 

The logger of snort can be saved in a text file or in a database. The most 

important contents of the log file that are used as input in the Data mining 

algorithm (K-mean) are  date, time of entry, the IP and port of source, and 

the IP and port of destination, in addition to protocol, classification of rules, 

priorities of security, and information about the traffic as shown in the Figure 

3.6. In the proposed system Microsoft SQL Server 2008 is used to save the 

detail of log file in the database. The database content is used in advanced 

analysis phase. 
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Figure 3.6 Details Log File of the Snort 

However, the Snort tool faces some challenges. In Misuse detection, 

rules database is large and continues to grow. In addition, Snort spends 80% 

work time to do string match. While the probability of identifying new an 

attack is low in anomaly detection. Snort is unable to detect internal network 

scans because it does not examine them like most of the existing intrusion 

detection systems. 

Some new attempts to improve snort tool is by increasing the ability of the 

detect engine, or using a hybrid architecture of hardware to reduce the 

workload, in addition to use better detection algorithms. 
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3.3.3 phase of an advanced analysis tool 

As mentioned earlier, despite the power of the Snort, this program 

requires some improvements to overcome its weaknesses. One of the 

suggestions is using data mining algorithms because the work with a huge 

database such as a snort logger file , in addition it can help an analyst to 

discover new rules from a hidden pattern that snort tool can't recognize it as 

obvious rules; thus improves the work 

The proposed advanced analysis phase consists of two sub-phases of data 

mining approach. The first phase is clustering based method using 

suggested improved K-mean algorithm by partitioning data into clusters of a 

similar object and unsupervised learning process of hidden data. The input 

to this sub-phase is a log file of snort saved in a database. The elements of 

the input file will be focused on it and used within this algorithm is the IP and 

port of source, and the IP and port of destination. The output of this sub-

phase is group of clusters that represent a normal traffic cluster, worm 

cluster, probe (scan) cluster, and new discover cluster that is named and 

generated by a decision of Control Analyst phase.  

Using improved K-mean algorithm leads to reduce time process by selecting 

manually a center point for each purposed cluster and a center point of 

recent discovered cluster will be a first input point that is far from existing 

clusters or midpoint between clusters depend on  new decision of Control 

Analyst phase  or history decision if repetition same case.   
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The manual selection of center points is about selecting a center point by 

plotting the candidates’ points and calculating the mid-point from two 

corresponding points of the boundary cluster. Then choosing the point 

closest to the midpoint and considering it as the center point to the cluster. 

The using of the improved K-mean algorithm as the first sub-phase in the 

proposed system leads to reduce time process and time consumption 

compared with original K-means algorithm that selects the center points for 

each cluster randomly. 

Other sub-phase association rules use the FP-growth algorithm (also known 

as frequent pattern algorithm) sought to obtain the frequent pattern for large 

database. The input to this sub-phase is records from clusters generated by 

the previous sub-phase K-mean sub-phase. The output will be a group of 

pattern for each cluster from the discovered hidden pattern where it is 

possible to select rules to prevent the IP source from targeting IP destination. 

These rules can be executed manually by Netsh command-line utility in 

Windows OS in order to change the configuration of firewall. The Integration 

between these two sub-phases helps to discover new rules especially those 

related to internal network scans. In addition to unsupervised learning 

process in K-mean algorithm used to discover new cluster which may 

represent new type of attack depending on user decision. In general all 

interface and the used algorithms will be written and programmed by 

Microsoft Visual Basic 2008 (VB 9.0). 
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3.3.4.Control Analyst Interface tool  

Microsoft Visual Basic 2008 (VB 9.0) or Visual Basic .NET, is an object-

oriented computer programming language, which is implemented on the 

.NET Framework. Microsoft currently supplies two major implementations of 

Visual Basic: Microsoft Visual Studio, and Microsoft Visual Studio Express. 

Microsoft added many features in this version, including: 

A true conditional operator, "IIf (condition as boolean, truepart, falsepart)", to 

replace the "IIf" function, Anonymous types, Support for LINQ, Lambda 

expressions, XML Literals, Type Inference, Extension methods. 

Using VB.NET in build Control Analyst Interface and algorithms of sub-

phases in pervious phase because maximize the performance, reliability, 

multi-language application execution environment, scalability, easy use and 

handle, and security of applications.  

3.4.Improved K-means clustering algorithm  

K-means clustering is a method of cluster analysis which aims to partition 

n elements into k clusters in which each element belongs to the cluster with 

the nearest mean. This method is used in statistics and data mining. 

The basic idea of original K-means algorithm is taking K as a parameter 

represented number of clusters and chooses randomly the initial center point 

of each cluster. Next step examines each one of the remaining points in the 

population and assigns it to one of the clusters depending on the minimum 

distance between center point and other points. The center point is 

recalculated every time a point is added to the cluster, and this continues 

  

http://en.wikipedia.org/wiki/Statistics
http://en.wikipedia.org/wiki/Data_mining
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 until all the points are grouped into the final required number of clusters [3]. 

This algorithm has time limitation consumption of computation center point 

and dependence on an algorithm to select randomly of initial center point. 

One of the improvements to original K-means algorithm is using K- Medoids 

algorithm and triangle trilateral relations theorem by selected group of a 

candidate to be a center point and examines an optimum centre point by 

minimum distance between these candidate center points, then examines 

with other rest points [60].  

However, this improvement has time consumption because of computation 

of the optimum centre point twice among candidates of center point and 

recalculated with other rest points. 

The new suggestion, which is suitable with the case of the proposed system, 

is not selecting a random center point for each cluster. However; it selects 

center point by plotting candidates of points and calculating midpoint from 

two corresponded points of the boundary cluster.  

Then choosing the point closest to the midpoint and considering it as the 

center point to the cluster. 

The reason behind using the K-Mean even when we choose the initial center 

point, is that we might need to choose another center points (recalculate new 

center points). 

Steps of Improved proposed of K-means clustering algorithm 
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Start 

1. Input:  the number of clusters (k); data object (n).  

2. Initialize the new (chosen) centre points sets { C1,C2,… Ck },where 

j={1,2,…k} . 

3. Now using data object Xt, t={1,2,…n} and assign each Xt  to nearest C 

k base on min(D), using distance formula between two points , D=| xt - 

C j |2  . 

4. Calculate the distance between two cluster center, d(Ci, Cj ) ,i=1,2..n, 

j=1,2,…n 

5. Repeat * 

6. For each input point Xt, t={1,2,..n}  

Begin 

 Set Xt  is in the cluster Wi  of the centre Ci ; 

 If d(Ci, Cj )<= d(Xt, Ci ),then Xt  is still in current cluster and 

d(Xt, Cj ), is unchanged ,else calculate distance again; 

 If d(Xt, Ci )> d(Xt, Cj) assign Xt  to Wj  temporarily ;  

 calculate min distance(Dt ) ,store the value of D2
t  

End 

7. For each cluster Cj 

{ 

 Calculate the sum of minimum distances squares Ej; 

 Calculate total Ej ;   

  Update all the current centroid  point sample in Cj   

}  
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* Repeat until E is minimal one or no change happen in members of 

cluster. 

8. End 

Where: 

K: Number of initial clusters, minimum K=2. 

n: Number of the clusters data objects, where it depends on the number of 

attributes in the Snort Log file. 

D: Minimum distance between two points 

X: The Input point 

C: Center point 

W: The Selected cluster 

E: Minimum distance to all clusters 

Note: The main difference between the above K-mean algorithm and the 

traditional K-Mean algorithm is that the selection of the initial center points is 

not done randomly anymore. 

3.5.FP-Growth Algorithm 

In data mining, association rule learning is a popular and well 

researched method for discovering interesting and hidden relations 

between items in a large database. Many algorithms for generating 

association rules were presented over time. Some well known algorithms 

are Apriori, and FP-Growth, they are algorithms for mining frequent 

itemsets and generate rules from frequent itemsets found in a database.  
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Apriori: generate-and-test approach generates candidate itemsets and 

tests if they are frequent however the generation of candidate itemsets is 

expensive. While FP-growth is the first algorithm that allows frequent 

itemset discovery without candidate itemsets generation [61]. 

 

Steps of FP-Growth Algorithm  

Start  

1. Input data: database consisting of Basic features include source and 

destination IP addresses, source and destination ports and enter the 

min support number (as integer usually equal 2).Please refer to figure 

3.7. 

 

2. Preprocessing operation: Initial scan the frequencies of the items 

(support of single element item sets) are determined. All infrequent 

items which are, all items that appear in fewer transactions than min 

support number are discarded from the transactions. Please refer to 

figure 3.7 

In addition, the items in each transaction are sorted, so that they are in 

descending order their frequency in the database. 

 

3. Initial FP-tree: After all individually infrequent items have been deleted 

from the transaction database; it is turned into an FP-tree. An FP-tree 

is basically a prefix tree for the transactions (Please refer to figure 3.7). 

Do the following: 
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 The sorted list can easily be turned into an FP-tree with a 

straightforward recursive procedure: at recursion depth k, 

k-th item in each transaction is used to split the database 

into sections, one for each item. For each section a node 

of the FP-tree is created and labeled with the item 

corresponding to the section. Each section is then 

processed recursively, split into subsections, a new layer 

of nodes (one per subsection) is created etc. Note that in 

doing so one has to take care that transactions that are 

only as long as the current recursion depth are handled 

appropriately, that is, are removed from the section before 

going into recursion. 

 In general it may seem to be more natural to build it by 

inserting transaction after transaction into an initially empty 

FP-tree, creating the necessary nodes for each new 

transaction. 

 

 Since the FP-tree is built top down, the parent is already 

known when the children are created. Thus, it can be 

passed down in the recursion, where the parent pointers of 

the children are set directly. Makes it possible to do without 

parent-to-child pointers entirely. 
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  An FP-tree node contains only fields for (1) an item 

identifier, (2) a counter, (3) a pointer to the parent node, (4) 

a pointer to the successor node (referring to the same item) 

and (5) an auxiliary pointer that is used when projecting the 

FP-tree (next operation). 

 

4. Projected FP-tree :( Please refer to figure 3.7) 

Start form bottom to up (from the leaves to the root) 

For k = fewer frequent item to high frequent item do  

{ 

 Copy linked nodes to item K form leaf to root and detached 

from the original FP-tree as well as use auxiliary pointer to Built 

tree to item K (conditional FP-tree for K) 

 Update the support counts along the conditional FP-tree to 

reflect the number of transactions containing. 

 

 Remove the nodes containing item K and add it to pattern file  

 

 Remove infrequent items (nodes) from the conditional FP-tree 

(counts node =1 and less than item K). 

 

 Use the conditional FP-tree for K to find frequent itemsets. 

{ 

Repeat  
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 Read  item K  from  pattern file  

 Item K unified with every rest items in conditional FP-tree. 

 Stored in the pattern File 

} Until: no more frequent itemsets can be extracted, i.e. empty 

tree or tree with 1 item 

 } 

5. Print all frequent itemsets in file  

6. To account for the significance of a pattern, the recall or precision 

measure can be used. This rule occurred among anomalous 

connections or this rule occurred in normal connections. 

End. 

 

 Figure 3.7 window of FP-growth in the proposed system 
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CHAPTER FOUR 

Implementation of the Proposed System and Testing 

4.1 Introduction 

In the previous chapter, the methodological of a proposed system used 

in building the system in each phase is illustrated. Some of these phases 

were developed from a collection of several steps depending on a certain 

technology or tool. In this chapter the implementation of each phase will be 

explained.  

In general, it has begun with the phase of data capture by calling it through 

the command line of the snort application. Then, analyze this sniffed traffic 

through the rules’ snort that takes the right decision in pass or drops this 

traffic, and gives the alert in addition to record the events in a log file. After 

that, it will start the advanced analysis phase on the snort logs file using data 

mining algorithms for the discovery of hidden behavior of network traffic 

between the source and destination to find what the snort is overlooked it. 

Finally, generated candidate rules to improve the performance of snoring 

and prevent any new attacks in the future. 

4.2 Implementation of Sniffer Phase 

The Winpcap, when is executed to the window operating systems, it 

will be ready to use by calling programs. The architecture of Winpcap ability 

is to communicate and capture data directly from the Network Interface Card, 

transfers them to the calling programs in order to interpret and processes 
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 them depending on program rules, and display results to the user in a 

comprehensible and productive way. A Winpcap module is composed by the 

packet capture that runs at the kernel level, while the packet.dll and Libpcap 

(library of Winpcap) that run at a user level.  

 

In the proposed system, Winpcap was used for NIPS, which is represented 

by snort application that gives instructions to the Winpcap to start capturing 

data. According to a selected command line of the snort, the response from 

Winpcap tool will be based on the used command. As shown in Figure 4.1.  

 

 

Figure 4.1 structure of the Winpcap 
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In application snort the run command line of sniffer mode will be in this form 

c:\snort\bin\snort –v. This instructs Snort to sniffer and shows TCP/IP packet 

headers to the screen.  

c:\snort\bin\snort –vd. This instructs Snort to sniffer the packet data which is 

application data in transit as well as the TCP/IP packet headers and displays 

it on the snort screen. 

While c:\snort\bin\snort –vde .This instructs Snort to sniffer and descriptive 

display includes headers, the packet data, and the data link layer headers. 

 

To do this, the request will be sent through high-level function a Libpcap 

library that contained several files such as the low-level packet capture, 

capture file reading, and capture file writing code of Winpcap.  The Winpcap 

ran the appropriate library file to this current command line of the snort. After 

that was sent a request to low-level function the packet.dll to create and 

provide access for capturing a packet from network hardware directly and 

sending response of the capturing data through high level functions to the  

request application to use it in a productive way according to the type of 

request rules of the snort in the proposed system. Figure 4.2 shows request 

for the command line of sniffer mode on the snort screen while Figure 4.3 

shows response to the request by displaying capturing packet headers in 

snort screen. 
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Figure 4.2 the snort in sniffer mode 
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Figure 4.3 the capturing packet headers in snort screen 

After the sniffer phase starts by request of the snort to Winpcap tool, now 

the NIPS phase will be started. 

4.3 Implementation NIPS phase  

 To implement NIPS by using the snort tool in which an open source of 

a network intrusion prevention and detection system uses both a rule-based 

signature and anomaly inspection methods. After the snort tool is installed, 

then must modify the “Snort.Conf” file which is configuration files of the snort 

to suit requirements of the proposed system and the tools used with it. The 

“Snort.Conf” file is activated of selected rules file and this will apply the 

activation rules that be selected in the “Snort.Conf” file to each sniffer packet 

to decide if an action based upon the rule type in the file should be taken. 

 

To run the snort in Network Intrusion prevention System (NIPS) mode and 

logger mode we have to follow the following instructions. This will do by 

configure Snort to run in its NIPS form, logging packets that trigger rules 

specified in the “Snort.Conf” file to disk. Snort runs in Logger mode, it collects 

every packet it sees and places it in a directory to the disk. 

 

1. In the Snort configuration file , the network address that will be 

monitored has been set as shown in figure 4.4 
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Figure 4.4 The Config.File-Snort-Set the network address 

 

 

2. The Rule Path in the configuration file of Snort has been also set. 

Please refer to figure 4.5 
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Figure 4.5 The Config.File-Snort-Set the Rule Path 

Now by using instructions to enable Network Intrusion prevention System 

(NIPS) mode and logger mode is c:\snort\bin\snort –vde -c 

c:\snort\etc\snort.conf -l c:\snort\log. It will be saved as batch file to execute 

directly. 

 

Where -vde mean sniffer and descriptive display includes headers, the 

packet data, and the data link layer headers as shown in Figure 4.3. 

-c is use Rule file that identified in c:\snort\etc\snort.conf. 

-l is log to directory which in the purpose system is the path c:\snort\log. 

 

In the log file shown in Figure 4.6. It will save the alert in a simple format that 

will include a timestamp, alert message, source and destination IPs/ports. 

This detail of the log file will be saved in SQL database to be used in the next 

phase (advance analysis). 
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Figure 4.6 log file of the snort 

4.4 Implementation of an advanced analysis phase 

 As it has been mentioned in the previous chapter, despite the power of 

the Snort as the powerful tool in the field of intrusion prevention systems, it 

needs to support and more accurate to detect internal network attack and 

improve the anomaly detection approach. 

In this phase we need deep analysis for log file of the snort so we can find 

hidden behavior to the connection traffic between the source and destination. 
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 The reliance on the ability of the human in the analysis of this file is not an 

effective way in addition it lacks the accuracy. This is because there are 

many records in this file and the size of database is huge and this requires a 

long time for analysis as well as it needs a high skill of an analyst to discover 

all the hidden behavior.  

As the suggestion is to use data mining algorithms due to its effectiveness 

at work with a huge database, helps an analyst to discover new rules from a 

hidden behavior of traffic between the source and destination that snort tool 

can't see it as obvious rules. To do this, we will depend on two sub-phases 

of data mining approach. The first sub-phase is improved K-mean algorithm 

to classify the log file of snort to clusters in an effective manner. From the 

resultant clusters, records will be taken as an input to the second sub-phase 

which is the FP-Growth Algorithm that will generate the frequent patterns to 

these records and that helps to create new rules from these patterns which 

therefore leads to improve the snort tool. Please refer to the steps bellow. 

This phase is represented by the following steps: 

1. As mentioned in chapter three, the first step of execution, is to calculate 

manually the initial center points, by plotting candidates points and 

calculating the midpoint from two correspond points of the boundary 

cluster. Then choose the point closest to the midpoint and considered  
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2. as the center point to this cluster. The initial number of clusters K=2, 

as shown bellow in figure 4.7 where there is two group (clusters), the 

normal and the attack. 

The classification of the two groups (normal or attack) depends on the 

analytical tools that show valid and block IP`s according to certain 

rules. 

 

 

Figure 4.7 Training data to choose center point 

 

3. The second step is to enter or browse the snort log file by clicking on 

the “Read From File” button in order to read the data and used it in the 

first sub-phase of data mining algorithm as shown in the Figure 4.8. 

Note: It is also possible to enter/set the field’s values in the bellow 

screen manually. 
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Figure 4.8 the interface of the proposed system  
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4. The first sub-phase of data mining is the improved K-mean 

algorithm as was mentioned in chapter three. It receives input data and 

distributes it into the clusters. An example of the input data is shown 

bellow, where the input data are: IP source and port, From Datetime, 

IP destination and port, and To Datetime. 

5. Previous definition in chapter 3, it has been specified where it is the 

center point which will be used to calculate the distance between the 

center point for each cluster and the input points. In case of points not 

belong to any of the defined clusters; a window will appear to request 

from the analyst (End User) to take the appropriate decision; either 

creating a new group and its first point will be a center point, or 

choosing the closest clusters in case of having point intermediate 

between clusters. Thus; the new created clusters will be added to the 

previous clusters which will be used by the analyst in making future 

decisions for the input of new data. 

  

192.168.10.218,15,6/12/2011 3:22:17 PM,192.168.10.3,5,6/12/2011 3:22:43 PM 

192.168.10.127,11,6/12/2011 3:22:17 PM,192.168.10.167,2,6/12/2011 3:22:39 PM 

192.168.10.72,17,6/12/2011 3:22:17 PM,192.168.10.23,17,6/12/2011 3:22:29 PM 

192.168.10.25,8,6/12/2011 3:22:17 PM,192.168.10.202,14,6/12/2011 3:22:35 PM 

: 

: 

: 

192.168.10.25,3,6/12/2011 3:22:17 PM,192.168.10.170,1,6/12/2011 3:22:29 PM 
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6. In the proposed system, there is the possibility of recalculate the center 

point for each cluster after the distribution of the new input data by 

clicking on the “Calculate Center Point” button in the interface of the 

proposed system.  

 

In addition there is an option to click on the "chart" button in order to 

be able to plot these points with its center point for each selected 

cluster. As shown in the Figure 4.9 which displays plotter to some 

selected records of a probe cluster. Plotter's points are represented by 

pair (IPsPORTs, IPdPORTd), where IPsPORTs is a last digit of IP 

source joined with a digit of port source while IPdPORTd is a last digit 

of IP destination joined with a digit of port destination. For example the 

point (113,421) ,the value 113 belong to source IP:192.168.0.11 and 

port:3  while the value 421 belong to destination IP: 192.168.0.42 

port:1 . 
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Figure 4.9 the chart window of   Probe cluster 
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7. After the distribution of the data on their clusters and create the new 

cluster in case it’s requiring that, in addition to recalculate the center 

point for each cluster. Then selected records from one of these specific 

clusters as shown in figure 4.10 so it can be used in the creation of 

frequent pattern by using the second sub-phase of the data mining 

algorithm.  

 

Figure 4.10 Example of selected records from specific cluster. 

8. The second sub-phase of the data mining algorithm is FP-growth 

algorithm as was mentioned in the previous chapter. The aim of this 

step is to build the tree from the itemset of selected records of the 

specified cluster. These selected records contain IP source, port 

source, IP destination, port destination, and name of the cluster 

belongs to the selected records. Then it is extracted sub tree for each 

item set in the main tree. From each of these subtrees, a group of the 

frequent pattern "it is titled  frequent items in this system" and suffix, 

which is a main item that linked to its sub-tree can be created.   
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9. This will be done by click on "FP-Growth Algorithm" button in the 

interface of the proposed system. 

 

10. These frequent patterns that were generated belonged to the 

selected cluster and from them it is possible to create new rules. Now 

the role  

11. of the analyst comes to generate a rule from the selected 

frequent items. The selected frequent items must be characterized by 

its contents IP source, port source, IP destination, and port destination 

as shown in the Figure 4.11. 

 

Figure 4.11 window of FP-growth in the proposed system 

12. Generated new rules will be by clicking on "Command" button in 

the FP-growth window. This will show command window with 

command lines that could be used to change configuration of firewall. 

This command is will prevent/block the IP source that targeted port 
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13.  destination from accessing the specified IP destination on this 

port depending on the selected frequent items. 

14. When click on "Execute" button in the command window, will do 

this prevention to the IP source from access by this IP that belongs to 

this port destination. As shown in the Figure 4.12. 

 

 

Figure 4.12 Execute rules in the proposed system 

15. One of the additional features/options in the proposed system is 

shown in Figure 4.13. It is considered as advanced statistics screen 

that can help the analyst to take the appropriate decisions. The analyst 

can search which IP source targets the IP destination by any port, as 

well as which IP is used to get out from any port, which IP is used to 

enter through any port in addition to the duration of time which is 

represented by seconds. The analyst role here is to only fill the data 

(Criteria) and click the “Search” button. The resultant data will then be 

displayed in a statistical table.  
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Figure 4.13 the window of advanced statistics in the proposed system 

4.5 The testing  

The system is a LAN network that consists of 4 nodes connected to 

one main server. The snort tool was installed on the server in order to monitor 

the in and out traffic comes through the workstations. Below are the steps of 

testing and executing the system: 

 

1. Execute the snort tool as an inline mode (NIPS) that sniffer network 

traffic and take the appropriate decisions pass or drop the traffic 

depending on the snort rules and snort alerts which are saved in the 

Snort log file.  
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2. Then begin to call or enter the Snort log file to be analyzed by the 

proposed system.  

The first and second steps are illustrated in the two cases below: 

The first case: There are 10 records were taken from the first log file that was 

extracted from the execution of the snort file on 15/6/2011 as shown below. 

1. 06/15-15:54:48.206470  [**] [1:3691:2] CHAT Yahoo Messenger Message 

[**] [Classification: pass normal traffic] [Priority: 1] {TCP} 192.168.0.198:1081 

-> 67.195.186.244:5050 

2. 06/15-19:42:21.484102  [**] [1:12286:5] WEB-CLIENT PCRE character 

class double free overflow attempt [**] [Classification: Attempted User 

Privilege Gain] [Priority: 1] {TCP} 209.85.146.95:80 -> 192.168.0.198:3676 

3. 06/15-21:10:36.261720  [**] [1:254:8] DNS SPOOF query response with 

TTL of 1 min. and no authority [**] [Classification: Bad Traffic] [Priority: 2] 

{UDP} 98.136.154.148:53 -> 192.168.0.198:64654 

4. 06/15-21:12:11.609882  [**] [1:3691:2] CHAT Yahoo Messenger Message 

[**] [Classification: pass normal traffic] [Priority: 1] {TCP} 192.168.0.198:4096 

-> 67.195.187.232:5050 

5. 06/15-21:12:16.483448  [**] [1:3691:2] CHAT Yahoo Messenger Message 

[**] [Classification: pass normal traffic] [Priority: 1] {TCP} 192.168.0.198:4096 

-> 67.195.187.232:5050 
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6. 06/15-21:12:22.431683  [**] [1:3691:2] CHAT Yahoo Messenger Message 

[**] [Classification: pass normal traffic] [Priority: 1] {TCP} 192.168.0.198:4096 

-> 67.195.187.232:5050 

7. 06/15-21:12:33.907289  [**] [1:1394:12] SHELLCODE x86 inc ecx NOOP 

[**] [Classification: Executable Code was Detected] [Priority: 1] {TCP} 

98.136.154.147:80 -> 192.168.0.198:4727 

8. 06/15-21:12:34.770087  [**] [1:1394:12] SHELLCODE x86 inc ecx NOOP 

[**] [Classification: Executable Code was Detected] [Priority: 1] {TCP} 

76.13.222.36:80 -> 192.168.0.198:4731 

9. 06/15-21:12:35.553947  [**] [1:1394:12] SHELLCODE x86 inc ecx NOOP 

[**] [Classification: Executable Code was Detected] [Priority: 1] {TCP} 

98.136.154.147:80 -> 192.168.0.198:4727 

10. 06/15-00:07:08.156157  [**] [1:3692:2] CHAT Yahoo Messenger File 

Transfer Initiation Request [**] [Classification: Potential Corporate Privacy 

Violation] [Priority: 1] {TCP} 192.168.0.198: 27374 -> 98.136.112.30:80 

Here the snort tool makes a decision to drop the third traffic, classified it as 

“bad traffic” and displayed it either as an alert shown in a screen or as log 

file or both.  

All the remaining records were set to pass. However the system showed an 

alert for the second and tenth records as it was an attempt to use the 

privileged gain.   
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The overview to decisions snort about these transactions is passing the 

traffic that in general is normal or drop the bad traffic depend on snort rules. 

As a result there are nine traffics classified as a normal case while one traffic 

is dropped and classified as an attack case depending on the snort tool that 

analyzes content of this traffic and used ports.  

Now by the proposed system, it will apply this log file to advanced analysis, 

which two sub-phases of data mining approaches. In first sub-phase which 

is improved K-mean algorithm. The input records were classified as follows: 

 The Records 1, 4, 5, and 6 put in normal cluster based on the initial 

center point that was chosen for normal traffic. In this case K=2. 

 The Records 3 put in attack cluster based on second initial center point 

that was chosen for attack traffic. In this case K=2. 

 The Records 7, 8, 9 put in the test cluster because it was out of the 

normal or attack groups, so the Analyst created based on that a new 

cluster called Test and chose record 7 as an initial center point. In this 

case K will become equal to 3. 

 The Records 2, 10 were considered as intermediate records between 

normal and attack cluster since it was an attempt to use the gain 

privileges, so based on that the analyst then  made a decision to put 

these two points in new group that will named Probe cluster and chose 

record 2 as an initial center points. In this case K will become equal to 

4. 
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The second step is to use the FP-growth algorithm in order to selected 

records from the four clusters mentioned above. Analyst will select records 

from the attack, probe, and test clusters. Then execute the FP-growth 

algorithm which will finally display results in table that has suffix and frequent 

items. 

Examples of frequent items are shown below:  

      IPs                PORTs      IPd    PORTd 

 “98.136.154.147, 80, 192.168.0.198, 4727” frequent item appears more 

than twice  

“98.136.154.147, 27374, 192.168.0.198, 4727” frequent item appears once 

“98.136.154.148, 3676, 192.168.0.198, 4727” frequent item appears once 

The patterns above indicate that the IP source 98.136.154.147 that use port 

80 to target IP 192.168.0.198 through port 4727 also IP source 

98.136.154.147 uses other port 27374 to access to the same IP 

192.168.0.198, 4727 and port destination. The other IP source 

98.136.154.148 by port 3676 targets the same IP 192.168.0.198. 

Because the IP source targeted the same IP destination but with two different 

ports one of them is legal which is port 80 and the other is illegal because its 

signature is for the SubSeven worm which is port 27374. Therefore as a 

result of that the system prevented the IP source from accessing the IP 

destination by using a command line firewall.  
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The final results became as: 

 4 records were set in normal cluster. 

 1 record was set in attack cluster. 

 3 records were set in test cluster. 

 2 records were set in probe cluster. 

Eventually, by using these two sub-phases of data mining make it 

possible to discover rules that the snort was not able to detect them. 

The second case: There are several records that were taken from the other 

log file resulted from executing the snort in a different date. It was generated 

by using the ping Dos command line utility that can help to determine 

whether or not a particular network resource is responding on a network. 

This kind of test was done on IP 192.168.0.198 and 192.168.0.195 targeting 

the destination IP 192.168.0.196 on a different date but approximately the 

same time as shown below. 

1. 01/26-21:03:53.133591  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} 192.168.0.196-> 192.168.0.198 

2. 01/26-21:03:54.112216  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} } 192.168.0.196-> 192.168.0.198 

3. 01/27-21:03:55.136140  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} } 192.168.0.196 -> 192.168.0.198 
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4. 01/27-21:03:56.140249  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} } 192.168.0.196-> 192.168.0.198 

5. 01/27-21:04:34.630793  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} 192.168.0.196-> 192.168.0.198 

6. 01/28-21:04:35.631639  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} } 192.168.0.196-> 192.168.0.198 

7. 01/28-21:04:36.635904  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} } 192.168.0.196-> 192.168.0.195 

8. 01/28-21:04:37.637671  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} } 192.168.0.196-> 192.168.0.198 

9. 01/29-21:05:23.297750  [**] [1:408:5] ICMP Echo Reply [**] [Classification: 

Misc activity] [Priority: 3] {ICMP} } 192.168.0.196-> 192.168.0.195 

10. 01/29-21:06:24.300824  [**] [1:408:5] ICMP Echo Reply [**] 

[Classification: Misc activity] [Priority: 3] {ICMP} } 192.168.0.196-> 

192.168.0.195 

11. 01/29-21:06:25.304843  [**] [1:408:5] ICMP Echo Reply [**] 

[Classification: Misc activity] [Priority: 3] {ICMP} 192.168.0.196-> 

192.168.0.195 
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12. 01/29-21:07:26.307814  [**] [1:408:5] ICMP Echo Reply [**] 

[Classification: Misc activity] [Priority: 3] {ICMP} 192.168.0.196-> 

192.168.0.198 

Here the snort tool logs in file that IP destination 192.168.0.196 reply of echo 

ping request of IP source 192.168.0.198, 192.168.0.195. However, there is 

no alert by the snort tool about these frequent testing. 

The proposed system will use this log file in the two sub-phases of data 

mining approach for performing advanced analysis. In first sub-phase which 

is improved K-mean algorithm. The input records classified most of the 

records and put them in probe cluster except the records that have IP 

192.168.0.195 was put in  test cluster that is defined previously by analyst in 

the first case. 

Now by using second sub-phase FP-growth algorithm selected recently 

records of a probe and a test cluster. The execution FP-growth algorithm will 

appear as final result table frequent item. As a result these frequent items 

will be as following: 

      IPs                        IPd     

“192.168.0.195, 192.168.0.198” frequent item appears Three times in this 

test 

“192.168.0.198, 192.168.0.196” frequent item appears Six times 

“192.168.0.196, 192.168.0.195” frequent item appears Three times 
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 “192.168.0.195” frequent item appears Three times 

“192.168.0.198” frequent item appears Ten times 

“192.168.0.196” frequent item appears Seven times 

The patterns above indicate that the IP source 192.168.0.195 related with IP 

source 192.168.0.198, because the IP source 168.0.198 and IP source 

192.168.0.195 access the same destination IP which is 192.168.0.196.  As 

a result the data mining can discover these frequent tests and show a hidden 

relation between “192.168.0.195, 192.168.0.198” which may be came from 

same source of the malicious user and target IP destination 192.168.0.196.  
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Chapter Five 

Conclusion and Future Work  

5.1. Introduction 

Our overall objective is to develop NIPS into a general framework for the 

defending against attacks and threats inside and outside the computer 

network system. The primary goal is to discover the process of suspicious 

probing inside the network before it launches any network attacks with 

devastating results. 

The most network policies are not very explicit in defining rules and codes of 

user’s behaviors on the internal network. Everyone inside network is 

generally trusted which allows those authenticated users to launch any of the 

attacks from several different locations and targeted many specific 

destinations inside the network with devastating results.  

Data generated from NIPS tool tends to have very huge volume, and 

asymmetrical, making the performance of traditional analysis algorithms 

inefficient and lead to exhaust the processor. 

Therefore, using data mining algorithms with improvement k-mean of a 

cluster algorithm can take advantage of high-performance computers that 

compute and perform tracing for analysis data network generated from 

Snort, which is considered as one of the NIPS tools. Improving the intrusion 

detection within the internal network and generating rules to prevent this 

intrusion in the future is  a main  component of this study. 
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To detect known attacks, our approach will use the Snort which is an NIPS 

based signature technique. While unknown attacks will be detected using 

two sub-phases of the data mining approach integrated with the Snort, this 

is also anomaly inspection technique but it the probability of identify new 

attacks is low in anomaly detection.  Moreover, the Snort is unable to detect 

internal network scans because it does not examine like most security 

software and intrusion detection. While the proposed approach of data 

mining helps to overcome these challenges and significantly improve in the 

ability detection of Snort. 

5.2. Conclusion 

Improve the work of the Snort integrated with data mining methods in 

implementation mechanism of an anomaly- based and signature-based 

prevention system effectively, and the installation of this system as an 

internal gateway for the network, this system will contribute to improvement 

significantly in the following: 

1. The strength of any network security system lies on its weakest point. 

Although it can be impossible to protect against all types of attacks, 

such an individual can implement, the improved NIPS base on both 

misuse and anomaly detection approach can expose such an 

individual and lead to prevent before more damage is done. 

2. Cooperation between the data mining and Snort helps to reduce the 

analysis effort of the NIPS when high- network records availability. This 

will lead to achieve minimized latency.  
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3. The data mining approach is complementary to the Snort that will help 

to increase overall attack coverage and specially insider attack. 

The existence of the proposed centralized system reduces the load of 

the intrusion prevention tasks on every individual host. 

4. Maximizing level of security network for all hosts inside the network 

from internal threats as well as external threats. 

5. The proposed system will have a visualization interface to help the 

analyst in better understanding suspicious behavior traffic detected by 

the data mining sub-phases then take the appropriate decision will 

reduce human mistakes. 

6. Using centralized database to store all network records and analyze it 

by the data mining sub-phases. Detecting a new attack or any internal 

threat, will update attack file in a centralized proposed system. This 

helps to solve difficulties in deploying the mobile agents on every host 

and also solve a problem update in each host. 

7. The anomaly detection approach represented by two data mining sub-

phases is effective for detecting many insider attacks, where 

authorized user attempts access to source with the attack aim. The 

malicious behavior shown by such a user is often at a difference with 

normal behavior, and can be selected as anomalous behavior. Since 

no security mechanism is fully guaranteed and undetected successful 

insider attack creates equivalent to outsider attack dangerous. Using 

our approach to analysis and to detect insider attack will increase a 

power of security from inside network. This makes your network as a 

secure fortress from the inside and outside. 
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8. Using two sequential analysis stages that represented by two data 

mining sub-phases will achieve increases the accuracy of the analysis 

and reduces the effort on human analyst and on NIPS. In addition, it 

effectively helps in detection hidden malicious paths between source 

and destination. Therefore, it will achieve to reduce a rate of false 

positives, and false negatives alarms. 

 

9.  Because our primary goal is to discover the process of suspicious 

reconnaissance within the network before launch any network attacks 

with devastating results. Therefore, the focus was on the use of IP 

source, port source, IP destination, and port destination as main 

attributes of network records that will be the analysis in our approach 

is more suitable and efficient in the analysis. In addition using these 

specific attributes leads to accuracy in the results, minimizes 

consumption time and process time of analysis, reduces overload even 

when huge network records availability for analysis. 

5.3. Future work  

In the future, we would like to expand and develop this work in the 

following directions: 

First, it will improve the execution of new rules generated by the analysis 

of data mining sub-phases. By attempting implementation of these new rules 

through the Snort files rather than executing it through Netsh command- line. 
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Second, Increase the accuracy of the cluster's classifications by adding other 

attributes for analysis network records through the data mining sub-phases, 

such as the connection time it takes between the source and destination with 

taking into account non increase the overload process and time. 

Third, Increase improvement of the whole system in terms of accuracy and 

efficiency by using Genetic Algorithm (GA) is known one of Artificial 

Intelligence algorithms to generate effective solutions for optimization and 

search problems. It will use the Genetic Algorithm as the independent sub-

phase working in parallel with the data mining sub-phases and as this system 

will be composed of a batch of sub-phases. The attack is expected to have 

the alarm generated from both Genetic Algorithm (GA) based sub-phase, 

and data mining based sub-phases. Therefore, the false alarm may be 

eliminated due to the unified decision on the attack must be from both these 

sub-phases. 

Finally, it is possible to upgrade the proposed system to be an automatic one 

with minimum human intervention. A smart system will be able to read sniffer 

data, distributing these data on appropriate sub-phases depending on their 

work, analysis of the data and make appropriate decisions without reference 

to the analyst, and generation of smart rules to prevent any type of threats. 

All these actions will be automatically without human control. 
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